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Abstract
The development of industrial applications assumes securing Internet of Things (IoT) and Industrial Internet of Things (IIoT) envi-
ronments, which require continuous monitoring, adaptation, and improvement to protect them from an ever-changing threat land-
scape. The IIoT architecture requires a holistic approach to IIoT security, involving technical measures, best practices, policies, and
ongoing monitoring. Substantial research has been dedicated to investigating IoT security issues and challenges, including within
the context of the IIoT. These researches provide valuable insights into the landscape of IoT security, highlighting both general and
specific security threats and challenges. They contribute to a comprehensive understanding of IoT and IIoT security from both broad
and detailed perspectives. While many studies have discussed IoT and IIoT security challenges, analyzing the gap between secu-
rity requirements and the actual countermeasures in use, it’s crucial to assess whether the countermeasures deployed in real-world
industrial environments adequately address these challenges in use, to understand the effectiveness of current security practices.
This study presents a comprehensive analysis of the security landscape of IoT/IIoT, addressing attack vectors across architecture
layers and evaluating existing countermeasures by focusing on the different layers of security, the threat landscape, scalability of
security solutions, ensuring security in complex industrial systems, and addressing security in resource-constrained devices. Addi-
tionally, by outlining future research issues and challenges, this approach encourages ongoing investigation and development in the
field of IoT/IIoT security. It aims to address these challenges through innovative solutions and collaborative efforts, enhancing the
understanding of complexities and strategies required to secure IoT/IIoT systems effectively.
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1. Introduction

The Internet of Things (IoT) involves the interconnection
of a wide variety of devices and objects through the In-
ternet, enabling them to collect, exchange, and process
data [1–4]. The connectivity (wired or wireless) provided
by IoT enables these devices to communicate and collab-
orate, often leading to enhanced functionality, efficiency,
and convenience to create a network of interconnected
“things” that can interact and share information to serve
various purposes [5,6]. Industrial IoT (IIoT) is the appli-
cation of IoT to automation applications using industrial

communication technologies. Furthermore, IoT devices
generally have constrained power, storage, computing,
and communications resources.

The rapid growth and adoption of IoT technology
are predicted to expand to 75 billion by 2025 [7]. IoT de-
vices provide significant benefits in various domains, in-
cluding university education, where they enhance smart
classrooms and student engagement [8]. However, they
also introduce security risks that cybercriminals can ex-
ploit [9-12]. Cyber threats focus on vulnerabilities in peo-
ple, processes, and technology [13–15].

* Corresponding Author:
Mircea Ţălu, Faculty of Automation and Computer Science,
The Technical University of Cluj-Napoca, 26-28 George Barițiu St.,
400027 Cluj-Napoca, Romania; SC ACCESA IT SYSTEMS SRL, Constanta St.,
no 12, Platinia, CP. 400158 Cluj-Napoca, Romania; talu.s.mircea@gmail.com;
Tel.: +40-264401200

1

© 2025 Copyright by the Author.
Licensed as an open access article using a CC BY 4.0 license.

https://scifiniti.com/journals/computingai-connect
https://scifiniti.com/
https://creativecommons.org/
mailto:talu.s.mircea@gmail.com
https://orcid.org/0009-0003-2753-4790
https://creativecommons.org/licenses/by/4.0/


2025, Vol. 2, Article ID. 2025.0011
www.doi.org/10.69709/CAIC.2025.139199

As Industry 4.0 (also called the Fourth Industrial
Revolution—defined by the use of information and com-
munication technology in the industry) was implemented
on an industrial level, with the evolution of cyber-physical
systems, cyber security had to answer new challenges
with complex solutions to respond to global vulnerabil-
ities [16,17]. Even Industry 5.0 (which appeared very
soon after Industry 4.0—first coined by the German gov-
ernment in 2011) marks a pivotal moment in the evolu-
tion of industrial paradigms, and revolutionized technol-
ogy by integrating physical systems with digital networks.
It also introduced new technical infrastructures that ex-
pand socio-environmental considerations within Industry
4.0. In this context, the critical role of cyber security is es-
sential to effectively address the spectrum of cyber risks
faced by modern organizations, and for finding a diverse
range of solutions to block these challenges [17–20].

In the last decade, a significant increase in research
and publications focused on analyzing security threats and
privacy challenges in the realm of IoT and IIoT. These sur-
veys and reviews aimed to identify vulnerabilities, risks,
and potential solutions to address the growing concerns
related to the security and privacy of interconnected de-
vices in various contexts [21–24]. The research on IoT
security threats and privacy challenges has indeed been

prevalent in the general IoT domain rather than the IIoT
domain [25–28]. Overall, deep learning and decentralized
blockchain technologies, as well as recent modern indus-
try solutions with different resource constraints, were an-
alyzed in IIoT security environments [29–31]. It’s impor-
tant to note that security risks and countermeasures were
specific to each industry’s technology landscape (from
transportation and automotive, manufacturing and indus-
trial, energy, healthcare technology, smart manufacturing,
aviation, to defense industry, etc.), according to a tailored
approach to address its unique challenges [32–35].

2. IoT and IIoT and Architectures

In the literature are proposed different models with a high-
level of architecture for IoT/IIoT: the three-layer, four-
layer, five-layer, and seven-layers, having different cor-
relations between their components (Table 1).

While the three-layer model can be useful for un-
derstanding certain aspects of network operations, it
might not fully capture the complexities of IoT/IIoT net-
works. The traditional architecture with four layers for an
IoT/IIoT is composed of: sensing/perception layer, com-
munication/ network layer, data processing and analysis
layer, and cloud/storage layer [1,9].

Table 1: Models with a high-level of architecture for IoT/IIoT.

Model Layers Description Use Case/Strength

Three-layer - Perception Layer
- Network Layer
- Application Layer

Simplest model, focusing on
sensing, transmission, and
application processes.

Good for basic IoT
applications; lacks depth
for complex systems.

Four-layer - Sensing/Perception Layer
- Communication/

Network Layer
- Data Processing Layer
- Cloud/Storage Layer

Traditional model adding a
processing layer between data
collection and storage, useful
for real-time data analysis.

Suited for intermediate
IoT/IIoT applications
with processing needs.

Five-layer - Perception Layer
- Transport Layer
- Processing Layer
- Application Layer
- Business Layer

Adds a business layer for
decision-making, allowing data
to support higher-level business
processes and analytics.

Effective for IoT/IIoT
systems that need
business logic integration.

Seven-layer - Perception Layer
- Connectivity Layer
- Edge Computing Layer
- Processing Layer
- Application Layer
- Business Layer
- Security Layer

Comprehensive model
covering diverse functions,
security, and business logic for
complex IIoT systems.

Ideal for advanced IIoT
systems needing detailed
security and analytics
layers.
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Table 2 provides a concise yet comprehensive overview
of the diverse application areas of the IIoT, showcas-
ing its transformative potential across various industries.
Each area leverages IIoT technologies to optimize pro-
cesses, enhance operational efficiency, and drive innova-
tion. Table 3 compares wireless connectivity technologies
for IIoT. Wi-Fi (100 m, high data rate, moderate power)
suits industrial networks but is vulnerable to DoS and
MitM. Bluetooth (10 m, moderate data rate, low power)

is used in wearables, with risks of eavesdropping and jam-
ming. ZigBee (100 m, low data rate, low power) fits sen-
sor networks, but faces replay attacks and key cracking.
LoRaWAN (15 km, very low data rate, very low power)
is ideal for remote monitoring, with risks of data spoof-
ing and weak authentication. 5G (1 km, very high data
rate, high power) supports real-time apps but is prone to
network slicing and DDoS attacks.

Table 2: Application areas of IIoT.

Application Area Description Examples

Manufacturing Streamlined production and predictive
maintenance Smart factories, robotics

Energy and utilities Efficient energy management and
monitoring Smart grids, oil pipeline monitoring

Healthcare Remote monitoring and operational
efficiency Wearable devices, equipment tracking

Transportation and logistics Optimized routing and asset tracking Autonomous vehicles, fleet
management

Agriculture Precision farming and resource
management Smart irrigation, soil monitoring

Table 3: A summary of wireless standard connectivity technologies for IIoT.

Technology Range Data Rate Power
Consumption Applications Vulnerabilities

Wi-Fi 100 m High Moderate Industrial networks DoS, MitM

Bluetooth 10 m Moderate Low Wearables,
short-range devices

Eavesdropping,
jamming

ZigBee 100 m Low Low Sensor networks,
smart homes

Replay attacks, key
cracking

LoRaWAN 15 km Very low Very low Remote monitoring,
agriculture

Data spoofing, weak
authentication

5G 1 km Very high High Real-time
applications

Network slicing
attacks, DDoS

The seven-layer model represents a specialized architec-
ture designed to address the intricacies of IoT/IIoT net-
works, where each layer serves a distinct purpose in facili-
tating the functionality and efficiency of IoT/IIoT systems
(such as perception layer, connectivity layer, edge com-
puting layer, processing layer, application layer, business
layer, and security layer) [33]. Application areas of IIoT
are shown in Table 2, and a summary of wireless standard
connectivity technologies for IIoT is given in Table 3.

Different protocols are utilized across various lay-
ers of IIoT systems, each serving distinct functionali-
ties [5,10]. At the perception layer, protocols such as
Modbus and OPC-UA facilitate communication between
devices, sensors, and control systems, enabling efficient
data collection and real-time interaction. The network
layer typically employs TCP/IP and UDP for data trans-
mission, with IPv6 gaining traction due to its scalability
for extensive IoT systems. Additionally, LoRaWAN and
NB-IoT are pivotal for enabling long-range, low-power
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communications, particularly in remote IIoT applications.
In the data processing and analysis layer, lightweight mes-
saging protocols like MQTT and AMQP support efficient
data transfer between sensors and central systems. At
the cloud/storage layer, HTTP/HTTPS and RESTful APIs
are widely used for secure, standardized communication
between cloud servers and IIoT devices, facilitating re-
mote monitoring and management. Finally, the applica-
tion layer utilizes protocols such as CoAP and XMPP to
enable efficient data exchange in resource-constrained en-
vironments. Collectively, these protocols ensure seamless
communication, robust data integrity, and enhanced secu-
rity across all layers of IIoT ecosystems.

It is known that technologies can be divided into
two broad categories: resource-constrained and resource-
unconstrained systems [5,10]. This classification recog-
nizes the different capabilities and challenges of devices
and systems within the IoT and IIoT ecosystems, per-
mitting fast deployment, management, and security deci-
sions.

On the other hand, it is known that resource-
constrained technologies are characterized by limitations
in critical resources (like processing power, memory, en-
ergy, and communication bandwidth). These limitations
are highlighted for example in devices designed for envi-
ronments where the following features are essential (low-
cost, small form factors, or long battery life). Such devices
includemodern embedded sensors, actuators, and edge de-
vices used in various industrial environments. It is known
that the primary constraints in these systems include the
following parameters: a) Processing Power, b) Memory,
c) Energy Consumption, and d) Bandwidth, which ne-
cessitate the use of lightweight, energy-efficient encryp-
tion and compression techniques. Furthermore, resource-
constrained systems often use edge computing to mini-
mize delay to the cloud or nearby servers.

On the other hand, resource-unconstrained IoT/IIoT
technologies operate in environments where devices have
relatively abundant resources, including high processing
power, memory, energy, and bandwidth. These systems
are typically found in environments where cost is less of
an issue, and the devices are either permanently powered
or capable of accessing stable power sources. Examples
of resource-unconstrained devices include industrial ma-
chines, servers, and smart gateways that support more so-
phisticated operations. These systems typically exhibit:
(a) Processing Power, (b) Memory, (c) Energy Consump-
tion, (d) Bandwidth. For security and data management,
resource-unconstrained systems can implement more so-
phisticated encryption algorithms, more extensive moni-
toring and intrusion detection systems, and data analytics
tools that require significant resources.

3. IoT Cyber Attacks

It’s important to note that 70% of the most frequently
used IoT devices have vulnerabilities for different cyber-
attacks, and this trend is being observed across all sectors,
and regions [36]. Experts claim that Europe experiences
the highest number of IoT cyber-attacks, with an average
of nearly 70 attacks per organization each week. It is fol-
lowed by the Asia-Pacific region with 64 weekly attacks,
LatinAmericawith 48, NorthAmericawith 37, andAfrica
with 34 weekly IoT cyber-attacks per organization. In the
first six months of 2023, the incidence of IoT malware
attacks worldwide increased by 37%, totaling 77.9 mil-
lion attacks compared to 57 million during the same pe-
riod in 2022. On a weekly basis, an estimated 54% of or-
ganizations experienced attempted cyberattacks targeting
IoT devices [37]. Addressing these challenges requires
a multi-faceted approach, including: robust security mea-
sures, regular updates, network segmentation, IoT/IIoT se-
curity standards, user education, and threat monitoring.

4. Review Methodology

There are five steps involved in the methodology for re-
viewing: (a) Formulating review questions; (b) Identify-
ing pertinent literature; (c) Evaluating the quality of stud-
ies; (d) Summarizing the gathered evidence; and (e) Inter-
preting the research findings.

5. Classification of Attacks in
Information Security

According to the specific architecture for IoT/IIoT there
are different cyber-attacks with the corresponding security
solutions for each of the IoT/IIoT layers [38–40]. Further-
more, the specific security challenges and solutions can
vary greatly based on the industry, the types of devices, the
technology stack, and the threat landscape [41–43]. The
following section discusses cybersecurity for a traditional
IoT/IIoT architecture consisting of four layers (Figure 1).

A. Security attacks and potential security countermea-
sures for the sensing/perception layer

The perception layer is where devices, sensors, cameras,
and actuators collect data from the physical world and it
serves as a critical interface between the physical environ-
ment and the digital IoT/IIoT system [43]. Attacks tar-
geting the perception layer aim to manipulate or deceive
these sensors to compromise the integrity, confidentiality,
or availability of the data being collected.
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Figure 1: A traditional architecture with four layers for an
IoT/IIoT.

Some security attacks in the perception layer include ad-
versarial attacks, where attackers manipulate input data so
that it appears normal to human observers but misleads
machine learning models or computer vision systems;
spoofing attacks, in which attackers provide false sensory
information to sensors or systems; jamming, where attack-
ers disrupt communication between sensors and their con-
trolling systems by emitting electromagnetic interference
or using noise to drown out legitimate signals; physical
attacks, where attackers physically manipulate sensors or
their components to compromise their accuracy or func-
tion; data injection, where attackers inject malicious data
into sensor inputs to manipulate system behavior; eaves-
dropping, which involves intercepting sensory data trans-
mitted between sensors and control systems; replay at-
tacks, where attackers capture legitimate sensor data and
replay it later to deceive the system; manipulation of sen-
sor calibration, where attackers modify sensor calibration
settings to skew the perception of the environment; physi-
cal tampering, where attackers physically tamper with sen-
sors to compromise their functionality; sensor data falsifi-
cation, where attackers manipulate raw sensor data before
it reaches the processing systems; and privacy violations,
where attackers exploit vulnerabilities to access personal
or sensitive data collected by sensors, violating user pri-
vacy.

Some possible security solutions proposed by ex-
perts include device authentication and authorization,
which involves implementing strong authentication mech-
anisms using unique device identifiers, secure keys,
and certificates; secure communication, where mod-
ern encryption protocols secure communication between
IoT/IIoT devices and central control systems to prevent

eavesdropping, data manipulation, and unauthorized ac-
cess to sensory data; firmware and software security,
which ensures regular updates and patches for firmware
and software, along with code signing before they are ap-
plied to devices; anomaly detection, where mechanisms
identify unusual behavior or deviations in sensory data,
supported by machine learning algorithms to detect po-
tential attacks; intrusion detection and prevention systems
(IDPS), which monitor network traffic and sensor data
for signs of intrusion attempts, and include automated re-
sponses to isolate compromised devices; physical security,
involving measures to protect IoT/IIoT devices from tam-
pering, theft, and unauthorized access; secure boot and de-
vice initialization, ensuring only trusted and verified soft-
ware runs on devices; data validation and filtering, where
incoming sensory data is validated and filtered to identify
and discard compromised or manipulated data; privacy
by design, which minimizes the collection of sensitive
data, anonymizes or pseudonymizes data whenever pos-
sible; network segmentation, which divides the network
into segments to isolate devices and limit the impact of
a compromised device; security auditing and monitoring,
where the security posture of devices and infrastructure
is regularly audited, and real-time monitoring detects and
responds to security incidents; vendor and supply chain se-
curity, which involves working with trusted vendors who
follow secure development practices; and user education
and awareness, which educates users about IoT/IIoT secu-
rity risks and best practices for maintaining secure config-
urations.

These security solutions and practices are a pivotal
direction to protect and continuously monitor the percep-
tion layer in IoT/IIoT systems to avoid cyber-attacks.

B. Security attacks and potential security countermea-
sures for the communication/network layer

The communication/network layer (wire-connected or
wireless based on the protocol) in the IoT/IIoT process fa-
cilitates the data exchange between the data collected by
sensors and its utilization in applications [43].

Some common attacks that can affect the communi-
cation/network layer of IoT/IIoT systems include Man-in-
the-Middle (MitM) attacks, where an attacker intercepts
and alters communication between IoT devices or be-
tween devices and the central system, leading to data ma-
nipulation, eavesdropping, or unauthorized access to sen-
sitive information; Denial of Service (DoS) attacks, where
attackers flood communication channels with excessive
traffic, overwhelming the IoT network and causing ser-
vice disruption; Distributed Denial of Service (DDoS)
attacks, which are similar to DoS but are orchestrated
from multiple sources, making them more difficult to
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mitigate and affecting IoT networks’ functionality; Re-
play attacks, where attackers capture legitimate commu-
nication between IoT devices and replay it later to gain
unauthorized access or perform malicious actions; Eaves-
dropping, where attackers intercept and listen to commu-
nication between IoT devices, potentially exposing sen-
sitive data; Spoofing attacks, where attackers forge the
identity of an IoT/IIoT device to gain unauthorized ac-
cess to the network or deceive other devices, including
methods like MAC address spoofing, IP address spoof-
ing, or faking device identities; Jamming attacks, where
attackers interfere with wireless communication signals
by emitting radio frequency noise, disrupting communi-
cation between IoT/IIoT devices; Physical attacks, where
attackers physically tamper with communication cables or
devices, disrupting communication flow or stealing data;
Traffic analysis, where attackers analyze communication
traffic patterns to gain insights into IoT/IIoT system be-
havior or infer sensitive information; Malware injection,
where malicious software is injected into IoT/IIoT devices
through compromised communication channels, leading
to data breaches or unauthorized control; IoT/IIoT botnets,
where attackers compromise a large number of vulnera-
ble IoT/IIoT devices to create a botnet that can be used
for DDoS attacks, data breaches, and more; and Zero-Day
exploits, where attackers target undiscovered vulnerabil-
ities (zero-days) in communication protocols or devices,
exploiting them for unauthorized access or control.

To protect the communication/network layer, secu-
rity solutions include encryption, implementing strong en-
cryption mechanisms to secure data during transmission;
authentication and authorization, using robust methods to
ensure only authorized devices communicate with each
other; access control, defining policies to restrict which
devices can communicate based on roles, permissions,
and trust levels; firewalls and Intrusion Detection Sys-
tems (IDS), using these systems to monitor network traf-
fic, detect anomalies, and block malicious activities; net-
work segmentation, dividing the IoT/IIoT network into
segments or VLANs to isolate critical devices from less
critical ones, reducing attack surfaces; Intrusion Preven-
tion Systems (IPS), which automatically react to detected
threats by blocking suspicious traffic in real time; secure
communication protocols, selecting protocols that offer
security features like encryption and authentication; se-
cure boot and updates, ensuring devices only accept au-
thorized firmware updates to prevent unauthorized tam-
pering; secure key management, properly managing cryp-
tographic keys used for encryption, authentication, and
signing; network monitoring and logging, regularly mon-
itoring network traffic and maintaining logs to identify
and respond to security incidents; firmware and soft-

ware updates, keeping IoT devices’ software up to date
to patch vulnerabilities; DoS protection, implementing
mechanisms like rate limiting or traffic filtering to miti-
gate DoS and DDoS attacks; network behavior analysis,
using tools to detect abnormal communication patterns
that indicate potential attacks or compromised devices;
network redundancy, implementing failover mechanisms
to ensure network availability during failures or attacks;
honeypots and deception, using these techniques to divert
attackers’ attention away from critical network parts; ven-
dor security guidelines, following security practices from
IoT/IIoT device manufacturers to ensure secure device
configurations; regular security assessments, conducting
penetration testing and security assessments to identify
network vulnerabilities; security awareness training, edu-
cating users and stakeholders about security best practices;
network isolation, isolating critical IoT/IIoT systems from
external networks to limit exposure to threats; and secure
cloud integration, ensuring secure integration with cloud
services by implementing proper authentication, encryp-
tion, and data protection practices.

The main array of strategies designed to protect
these threats in the communication/network layer are
strong encryption, secure authentication mechanisms, in-
trusion detection systems, regular software updates, and
continuous monitoring.

C. Security attacks and potential security countermea-
sures for the data processing and analysis layer

The data processing and analysis layer constitutes the ba-
sic platform of the IoT/IIoT system, which handles the col-
lected data from sensors and devices, processes it, makes
decisions as well as streamlines their operation [43].

Common security attacks that target the data pro-
cessing and analysis layer include data injection attacks,
where attackers insert malicious or unauthorized data into
the processing pipeline, leading to incorrect analysis re-
sults and compromised decision-making; data poisoning,
where attackers manipulate input data to intentionally bias
analysis results, leading to incorrect insights or decisions;
model poisoning attacks, where attackers manipulate ma-
chine learning models used for analysis by feeding them
malicious training data, causing the models to make in-
correct predictions or decisions; model inversion attacks,
where attackers exploit vulnerabilities in machine learn-
ing models to reverse engineer sensitive data used dur-
ing training, potentially compromising data privacy; side-
channel attacks, where attackers exploit unintended chan-
nels of information leakage, such as power consump-
tion patterns or timing variations, to infer sensitive in-
formation being processed; orchestration attacks, where
attackers compromise the workflow orchestration within
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the data processing layer, disrupting data flow and anal-
ysis; data leakage, where unauthorized parties gain ac-
cess to sensitive data processed within this layer, lead-
ing to privacy breaches and potential misuse; backdoor
exploitation, where attackers exploit hidden vulnerabil-
ities or backdoors in the processing and analysis soft-
ware to gain unauthorized access or control; falsified in-
sights, where attackers manipulate analysis results pre-
sented to decision-makers, leading to incorrect conclu-
sions and potentially harmful actions; resource exhaus-
tion attacks, where attackers consume excessive computa-
tional resources within the data processing layer, causing
slowdowns or crashes; zero-day exploits, where attackers
exploit previously unknown vulnerabilities in the software
or hardware components of the data processing and analy-
sis layer; timing attacks, where attackers exploit variations
in timing during data processing to gain insights into inter-
nal operations and potentially infer sensitive information;
memory corruption attacks, where attackers exploit vul-
nerabilities in memory management to execute malicious
code within the data processing and analysis components;
Man-in-the-Middle (MitM) attacks, where attackers inter-
cept and manipulate data between the data source and the
processing layer, potentially altering the results of analy-
sis; and evasion attacks, where attackers design input data
to evade detection by security mechanisms, allowing ma-
licious content to pass through and compromise the data
processing layer.

To safeguard the data processing and analysis layer,
security solutions include data encryption, which encrypts
data both in transit and at rest to ensure sensitive infor-
mation remains secure; access control and authentication,
implementing strict access controls to limit who can ac-
cess and modify data and processing components; data
integrity checks, using checksums, hash functions, and
digital signatures to verify data integrity during transit
and processing, helping to detect tampering or unautho-
rized modifications; secure APIs and interfaces, secur-
ing the APIs and interfaces connecting to the data pro-
cessing and analysis layer by implementing security mea-
sures such as rate limiting, input validation, and access
controls to prevent unauthorized access; security patch-
ing and updates, keeping software components, frame-
works, and libraries up to date with the latest security
patches; intrusion detection and prevention, implement-
ing systems to monitor for suspicious activities or patterns
within the data processing and analysis layer; machine
learning model security, applying techniques such as ad-
versarial training and model hardening to enhance model
security against attacks like poisoning and inversion; data
anonymization and pseudonymization, protecting user pri-
vacy by anonymizing or pseudonymizing data before it

enters the processing layer to prevent the direct identifi-
cation of individuals from the data; security testing and
auditing, conducting regular security assessments, vulner-
ability scans, and penetration testing on data processing
and analysis components to identify and address potential
weaknesses; secure development practices, using secure
coding practices when developing software components
in the layer to avoid common vulnerabilities such as in-
jection attacks and buffer overflows; logging and monitor-
ing, setting up logging and monitoring systems to track ac-
tivities within the layer; behavioral analytics, implement-
ing behavior-based anomaly detection to identify devia-
tions from expected behavior that may indicate security
breaches; data retention policies, defining clear retention
policies to ensure data is not stored longer than necessary,
reducing the potential impact of data breaches; incident
response plans, developing well-defined plans outlining
steps to be taken in case of a security breach; and third-
party risk management, implementing security best prac-
tices for third-party services or components used within
the layer.

To mitigate these threats in the data processing and
analysis layer, it is recommended to implement a combi-
nation of security solutions and best practices.

D. Security attacks and potential security countermea-
sures for the cloud/storage layer

The cloud/storage layer handles the storage of data gen-
erated by IoT/IIoT devices in a cloud-based environment,
making it accessible for analysis, processing, and retrieval
to be included in various applications, from improving
operational efficiency to creating new services and prod-
ucts [43].

Common security attacks that target the
cloud/storage layer include data breaches, where attack-
ers gain unauthorized access to sensitive data stored in
the cloud, leading to data breaches; data leakage, which
involves the unintentional exposure of data to unautho-
rized parties; DoS and DDoS attacks, which overwhelm
the cloud infrastructure’s resources, making services un-
available to legitimate users by flooding the network or
services with excessive traffic, causing system slowdowns
or outages; Man-in-the-Middle (MitM) attacks, where an
attacker intercepts and potentially alters communication
between the client and the cloud storage layer, leading
to data manipulation, eavesdropping, and unauthorized
access; injection attacks, where attackers inject malicious
code or commands into input fields or data streams, ex-
ploiting vulnerabilities in applications or databases; Cross-
Site Scripting (XSS), where attackers inject malicious
scripts into web applications, which are then executed by
unsuspecting users, stealing sensitive data or performing
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actions on behalf of the user; malware and ransomware,
where malicious software is uploaded to the cloud stor-
age layer, potentially infecting other files or systems, and
ransomware encrypts data stored in the cloud, demanding
payment for decryption; insecure APIs, which can be ex-
ploited if not properly secured, allowing attackers to gain
unauthorized access, manipulate data, or perform admin-
istrative actions; data tampering, where attackers alter or
manipulate data stored in the cloud, leading to incorrect
analysis and decision-making; insider threats, where mali-
cious or negligent actions from employees or individuals
with legitimate access to the cloud storage layer result in
data breaches or unauthorized access; account hijacking,
where attackers compromise user accounts through tech-
niques like credential stuffing, phishing, or brute-force at-
tacks; and elevation of privilege, where an attacker gains
unauthorized access to a low-privilege account and at-
tempts to escalate privileges to gain administrative access
to the cloud storage layer.

To safeguard the cloud/storage layer, security so-
lutions include strong authentication and access control,
implementing multi-factor authentication (MFA) for user
accounts accessing the cloud storage; encryption, using
strong encryption algorithms for data at rest and in transit
to prevent eavesdropping and MitM attacks, and employ-
ing client-side encryption to ensure data confidentiality be-
fore it reaches the cloud; regular auditing and monitoring,
setting up monitoring and logging to track access and ac-
tivities in the cloud storage layer, and implementing intru-
sion detection and prevention systems (IDS/IPS) to iden-
tify and block malicious activities, as well as establishing
alerts for suspicious behavior or unauthorized access at-
tempts; network security, using firewalls and network se-
curity groups to restrict incoming and outgoing traffic to
the cloud storage, along with network segmentation to iso-
late critical components from less secure areas; API secu-
rity, securing APIs using authentication and authorization
mechanisms, implementing rate-limiting and API quotas
to prevent abuse and DoS attacks, and regularly updat-
ing and patching API components to fix vulnerabilities;
vulnerability management, regularly scanning and assess-
ing the cloud storage layer for vulnerabilities using assess-
ment tools, and keeping all software and systems up to
date with the latest security patches; data backup and re-
covery, implementing regular data backups and ensuring
secure storage, and testing data restoration procedures to
ensure quick recovery in case of data loss or ransomware
attacks; incident response plans, developing comprehen-
sive plans that outline steps to take in case of a security
breach; secure development practices, adhering to secure
coding practices when developing applications that inter-
act with the cloud storage, and performing code reviews

and security testing to identify and fix vulnerabilities early
in development; employee training and awareness, train-
ing employees and users on security best practices, phish-
ing prevention, and safe cloud service use; cloud provider
security services, leveraging built-in security services of-
fered by cloud providers to protect against web-based at-
tacks; and third-party security solutions, implementing so-
lutions like intrusion detection systems, endpoint protec-
tion, and data loss prevention tools.

To mitigate these risks in the cloud/storage layer,
it is important to implement a security strategy that in-
cludes strong access controls, encryption, regular security
assessments, continuous monitoring, intrusion detection
systems, patch management, and employee training.

6. Taxonomy of IIoT Security
Attacks and Solutions

This section shows a taxonomy to classify common secu-
rity attacks and solutions in the IIoT, categorizing them by
attack vector (e.g., network, device, software), target (e.g.,
devices, networks, protocols), and impact (e.g., denial of
service, data integrity, confidentiality breaches) [10,22–
26].

Corresponding security solutions are mapped to
each category of attacks. For example, network-based
attacks such MitM and DoS are mitigated by encryption
and firewall systems, which are mandatory for ensuring
data confidentiality and system availability. Device-based
attacks are mitigated by physical security measures and
device authentication protocols, while software-based at-
tacks are countered using anti-malware software and se-
cure coding practices.

Furthermore, the taxonomy distinguishes between
mandatory and optional features in security solutions.
Mandatory features are essential for ensuring basic pro-
tection, such as encryption and authentication. Optional
features, which enhance the security posture, include
anomaly detection systems and real-time monitoring.

To validate the correctness and completeness of the
proposed taxonomy, existing IIoT security solutions and
research approaches are classified. For instance, IDS are
classified into two main categories: signature-based IDS
and anomaly-based IDS. Signature-based IDS, which re-
lies on known attack patterns, is classified as a mandatory
solution due to its effectiveness in detecting well-known
threats. In contrast, anomaly-based IDS, which uses ma-
chine learning to detect novel or unknown attacks, is clas-
sified as an optional solution providing additional security
layers for more complex threats.

Additionally, widely-used encryption algorithms
such as AES (Advanced Encryption Standard), are eval-
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uated, which are mandatory for resource-unconstrained
IIoT devices that require high levels of data protection.
For resource-constrained devices, lightweight encryption
algorithms like SIMD (Single Instruction, Multiple Data)
are considered, which provide a compromise between se-
curity and resource efficiency and are categorized as op-
tional features for these devices. By applying the tax-
onomy to classify these existing solutions, the proposed
framework is demonstrated to be both comprehensive and
effective in categorizing IIoT security solutions.

7. Future Challenges

Security and privacy challenges in the context of the
IoT/IIoT continue to evolve as technology advances. The
following potential research directions in the security of
the IoT/IIoT domains could be [10,22–26] (Figure 2):

Figure 2: The potential research directions in the security of the
IoT/IIoT domains.

(a) Lightweight encryption for constrained devices:
IoT/IIoT devices often operates under significant
resource constraints, including limited processing
power, memory, and battery life. Developing
lightweight encryption algorithms that ensure ro-
bust security while maintaining efficiency is crit-
ical. This involves exploring cryptographic tech-
niques that minimize computational overhead with-
out compromising data confidentiality and integrity.
For example, Elliptic Curve Cryptography (ECC)
provides amodern solution for resource-constrained
devices by offering strong encryption with smaller
key sizes, which is ideal for devices such as smart
sensors used in industrial applications.

(b) Efficient IDS for IoT/IIoT: The heterogeneity and
scale of IoT/IIoT networks make traditional IDS ap-
proaches insufficient. Research is required to de-
sign adaptive and scalable IDS solutions that can

detect and respond to sophisticated threats in real-
time. Techniques such as machine learning and
anomaly detection can play a pivotal role in achiev-
ing this goal. For instance, as autonomous IIoT
systems increase in complexity, anomaly-based IDS
powered by machine learning algorithms can detect
new or unknown attack patterns, which traditional
signature-based methods might miss.

(c) Intrusion detection for Industry 4.0/5.0: As indus-
tries transition toward Industry 4.0 and beyond,
the complexity of interconnected systems increases.
These environments demand intrusion detection
mechanisms tailored to specific industrial processes,
integrating predictive analytics to anticipate and
mitigate threats proactively. For example, in au-
tonomous manufacturing systems, an attack target-
ing control systems can have major consequences.
Thus, security mechanisms must detect abnormal
behavior in real-time and respond to prevent disrup-
tions or damage.

(d) Domain-specific sophisticated attack prevention:
IoT/IIoT applications span diverse domains, includ-
ing healthcare, manufacturing, and transportation,
each with distinct security requirements. Research
into domain-specific attack prevention strategies
that leverage contextual awareness and customized
security policies is essential to ensure comprehen-
sive protection. For instance, in the medical field,
healthcare IoT devices, such as wearable health
monitors, necessitate particular securitymeasures to
protect the sensitivity of the processed data. On the
other hand, every specific domain can adopt partic-
ular solutions to obtain stronger protection against
targeted threats.

Based on the practical of IoT/IIoT security, it has recog-
nized some different gaps and limitations such as:

(a) The lack of standardization among universal
IoT/IIoT security standards from different manu-
facturers often results in interoperability issues in
security implementations. The main research di-
rection is to develop standardized protocols and
frameworks that ensure consistency and compatibil-
ity across diverse ecosystems.

(b) Limited context-aware solutions, to adapt solu-
tions to the specific operational conditions and
threat landscapes. For instance, adaptive encryption
schemes can be developed to enhance both security
and performance.

(c) Insufficient scalability of the security solutions to
accommodate the fast proliferation of IoT/IIoT de-
vices. Future research should develop scalable
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architectures that can support billions of inter-
connected devices without decreasing their perfor-
mance.

(d) Resource constraints due to the implementa-
tion of traditional security mechanisms on mod-
ern IoT/IIoT devices restrict the innovation in
lightweight security techniques and efficient algo-
rithms.

(e) The dynamic evolving cyber threat landscape neces-
sitates a modern, novel, and continuous adaptation
of securitymeasures to detect andmitigate unknown
attacks in autonomous IIoT systems.

These challenges highlight the complexities of IIoT secu-
rity and demonstrate the need for continuous research and
innovation to address evolving security needs and protect
the growing ecosystem of interconnected devices.

Advancements in lightweight security algorithms,
efficient intrusion detection methods, and robust counter-
measures will play a pivotal role in enhancing the secu-
rity and reliability of interconnected IoT/IIoT systems. As
researchers continue to explore these domains, collabora-
tion among academia, industry, and policymakers will be
essential in shaping the future of secure IoT/IoT ecosys-
tems.

8. Conclusions

The article’s primary objective is to present a holistic per-
spective on IoT/IIoT security, emphasizing the anticipa-
tion of potential attacks, the implementation of appropri-
ate countermeasures, and the identification of limitations
through well-considered solutions. By proposing an ar-
chitectural framework tailored to address these challenges,
particularly within industrial contexts, the work highlights
the importance of a comprehensive, multi-layered ap-
proach to security. This approach integrates advanced se-
curity practices, adaptability to dynamic threat landscapes,
and collaboration between academia, industry, and poli-
cymakers to build resilient and secure IoT/IIoT systems.
As the IoT/IIoT ecosystem continues to expand, it is cru-
cial to prioritize the development of adaptive, scalable,
and proactive security mechanisms. These mechanisms
must respond to emerging threats while ensuring the pri-
vacy and safety of connected systems. The integration
of cutting-edge technologies, along with effective gover-
nance and regulation, will be pivotal in maintaining the
integrity, confidentiality, and availability of critical infras-
tructures and services. Ultimately, this approach not only
mitigates current security risks but also prepares IoT/IIoT
environments for future challenges, ensuring their contin-
ued reliability and trustworthiness in an increasingly inter-
connected world.
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