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Abstract

As 5G networks continue to evolve and innovate, security challenges are emerging, necessitating
a more rigorous assessment of their security mechanisms, particularly within core functions such
as the Access and Mobility Function (AMF) and disaggregated gNodeB (gNB). 5G's virtualized
architecture represents a significant increase in complexity compared to pre-4G network architec-
tures, and its software-based architecture necessitates enhanced security. This study examines se-
curity issues within protocol design, device integration, and virtualized infrastructure, drawing on
3GPP specifications and security vulnerabilities observed in early 5G deployments. By examining
the effectiveness of fundamental security measures such as encryption, integrity protection, and
replay prevention, we also conduct a comprehensive and systematic assessment of 5G deployments
in terms of resilience. To enhance security, this paper also explores the anomaly detection and
adaptive response capabilities of automated and Al-driven threat detection systems, as well as how
to enhance real-time monitoring. The goal is to address these technical vulnerabilities and practical
implementation challenges systematically. The main purpose of this research is to enhance the
security of 5G networks and ensure they can withstand increasingly sophisticated cyber threats.
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Introduction

5G provides faster data transmission speeds and lower re-
sponse times through high-frequency millimeter waves,
focused signal beams, and advanced antenna systems.
These technologies enable industrial applications that
rely on real-time communication, such as smart factories
and self-driving car networks. In addition to faster trans-
mission speeds, 5G's ultra-reliable low-latency communi-
cation (URLLC), enhanced mobile broadband (eMBB),
and massive machine-type communication (mMTC) [1]
features also change innovative applications in fields such
as medicine, automobiles, and smart manufacturing.

The core architecture of 5G is software-driven, combin-
ing virtualization, cloud technology, and network slicing
to provide customized services with Quality of Service
(QoS) for different application requirements. However,
virtualization structures and network slicing also increase
security risks and expose new vulnerabilities, so stronger
protection measures are needed. Unlike traditional net-
works, 5G networks are developed based on software def-
inition. Its network softwareization and function virtual-
ization (NFV) [2] characteristics each may bring potential
vulnerabilities, so more rigorous security measures are
urgently needed.

One of the characteristics of 5G is its ability to connect
millions of devices. However, Internet of Things (IoT)
devices have limited computing resources, and their se-
curity features are insufficiently protected [3]. Coupled
with the risk of cross-slice attacks that may occur in net-
work slices and vulnerabilities in software-driven infra-
structure, it is necessary to establish a comprehensive se-
curity framework. This paper explores the multifaceted
security challenges and conducts a detailed analysis of the
security of 5G core components, including gNodeB
(gNB), Access and Mobility Management Function
(AMF), User Plane Function (UPF), and Session Man-
agement Function (SMF). It also focuses on how to en-
hance the resilience of 5G networks against emerging
threats by referencing 3GPP technical specifications to
ensure the establishment of a secure, reliable, and inno-
vative communications ecosystem [4-6].

Related Work on 5G Security Vul-

nerabilities

With the widespread adoption of 5G networks, their se-
curity vulnerabilities have become more important. 5G
security issues include multiple aspects: protocol vulner-
abilities, attack surfaces, and mitigation strategies. This
section summarizes the main findings and identifies key
areas where security measures require strengthening.

Protocol vulnerabilities

Recent 3GPP standards (including TS 33.501 [7] and TS
33.512 [5] based on 3GPP standards) have pointed out
that 5G's NAS and RRC protocols have multiple vulner-
abilities. NAS replay attacks can exploit unsynchronized
sequence numbers, allowing attackers to resend expired
authentication requests to gain unauthorized access.
Meanwhile, RRC downgrade attacks exploit unencrypted
signaling exchanges to force the connection to downgrade
to a less secure mode.

To address these issues, stronger encryption mechanisms
and stricter sequence number checks can be introduced at
the access layer (AS) to effectively reduce the risks.
These vulnerabilities affect network reliability and allow
attackers to manipulate communication processes. Ex-
perts emphasize the need to address these challenges
through robust encryption mechanisms, data integrity
protection, and unique identification of data packets.

Replay attacks, in which attackers retransmit inter-
cepted messages to deceive network entities, thereby
subverting authentication and session management
processes. Strict sequence number checks and
timestamp verification ensure message timeliness
and legitimacy, mitigating related risks. Further-
more, advanced encryption technologies and Al-
driven anomaly detection can enhance threat identi-
fication and response capabilities in real time.
Strengthening the security of NAS and RRC proto-
cols can effectively maintain the confidentiality, in-
tegrity, and availability of 5G networks and effec-
tively defend against growing cyber threats.

Man-in-the-Middle (MitM) Attacks

Man-in-the-middle (MitM) attacks pose a serious threat
to 5G networks, especially in the unprotected F1-C and
N2 signaling channels. Research results show that attack-
ers can use malicious base stations to intercept control
plane messages and tamper with authentication and key
exchange procedures. Vulnerabilities in the EAP-AKA
authentication mechanism can be exploited due to weak
integrity verification [8], allowing adversaries to inject
forged security mode commands. To address these vul-
nerabilities, enforcing end-to-end encryption at the
NGAP layer and periodically renegotiating session keys
are key measures to limit the risk of interception. Stand-
ard defenses such as secure key exchange and integrity
checks have been widely adopted [9]. In addition, emerg-
ing approaches such as quantum key distribution (QKD)
are being investigated further to strengthen the security
resilience of 5G networks.
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Distributed Denial of Service (DDoS) At-
tacks

Distributed denial-of-service (DDoS) attacks [10-
11] can disrupt 5G services on a large scale, signifi-
cantly impacting 5G information security. Mitigat-
ing such threats typically involves using anomaly
detection systems or rate limiting. Common ap-
proaches include using artificial intelligence (Al)
and machine learning (ML) to analyze and identify
traffic patterns to detect and prevent malicious activ-

1ty.
Network Slicing Vulnerabilities

The flexibility of network slicing also presents secu-
rity risks. Network slicing security can be achieved
through slice isolation or other methods to prevent
cross-slice attacks [12-13], including access control
policies and real-time monitoring of slice-specific
traffic. These measures ensure that a compromise of
one slice does not compromise the security of other
slices.

Internet of Things and Device-Level Security

Internet of Things (IoT) device vulnerabilities [14-
15], particularly in 5G network environments, have
become a significant security issue. Common issues
include weak authentication mechanisms, a lack of
encryption, and the use of outdated firmware. Pro-
posed solutions to improve IoT security include se-
cure boot processes, firmware integrity checks, and
device-level encryption protocols. Distributed De-
nial-of-Service (DDoS) attacks [10-11] are a focal
point of security research due to their potential to
disrupt 5G services on a large scale. Research em-
phasizes the importance of anomaly detection sys-
tems and rate-limiting mechanisms for mitigating
these threats. Leveraging artificial intelligence and
machine learning for traffic analysis and pattern
recognition has emerged as a promising real-time
strategy for detecting and preventing malicious ac-
tivities.

Methods

Mitigation Strategies

The architectural complexity and diverse functional-
ities of 5G networks introduce several security vul-
nerabilities that require tailored countermeasures.
This section comprehensively analyzes the most crit-
ical vulnerabilities and their corresponding mitiga-

tion strategies, emphasizing the importance of pro-
active approaches to ensure network integrity and re-
liability. The wvulnerability identification process
leverages a systematic methodology that combines
targeted protocol analysis with automated testing to
detect weaknesses in 5G network functions. For ex-
ample, replay attacks are detected by using tools that
monitor for repeated or out-of-sequence messages,
and then analyze sequence number mismatches in
NAS and RRC signaling. MitM threats could be
identified by employing protocol analyzers to detect
anomalies in encryption or integrity checks, and then
inspecting unauthorized key exchanges or data inter-
ception attempts across interfaces. DDoS risks are
assessed by simulating high-volume traffic floods
and monitoring network performance degradation,
with Al-driven anomaly detection systems identify-
ing irregular patterns. These identification processes
are integrated into the testing framework, enabling
precise mitigation strategies, such as robust encryp-
tion algorithms, dynamic key management, and real-
time traffic monitoring.

Protocol Weaknesses

Vulnerabilities in signaling protocols such as Non-
Access Stratum (NAS) and Radio Resource Control
(RRC), as defined in 3GPP TS 33.501 (Release 18)
and 3GPP TS 33.512 (Release 18), render them sus-
ceptible to attacks like replay and downgrade [16-
18]. Without adequate encryption and integrity pro-
tection, attackers can manipulate these protocols to
disrupt communications or downgrade security set-
tings to weaker 4G or 3G protocols. To address this
issue, mitigation measures include implementing ro-
bust encryption algorithms, such as AES-256 for
NAS signaling as specified in 3GPP TS 33.501, and
ensuring integrity protection through HMAC-SHA-
256 for all signaling data. replay prevention mecha-
nisms incorporate unique sequence identifiers and
timestamp-based validation, as mandated by 3GPP
TS 33.512, to detect and block repeated messages.
To ensure compliance and robustness, these stand-
ards-based countermeasures are tested within the
SCAS framework and with specific test cases vali-
dating encryption strength and sequence number in-
tegrity under simulated attack scenarios.

To strengthen these countermeasures, the proposed
framework integrates AES-256-GCM encryption for
NAS signaling and HMAC-SHA-256 integrity pro-
tection for all control-plane messages. Replay pre-
vention is enforced through unique sequence identi-
fiers combined with timestamp-based validation, in
line with 3GPP TS 33.512 specifications. In addi-
tion, dynamic key refresh mechanisms are applied at
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session establishment and within predefined time in-
tervals to minimize exposure to key compromise.
These cryptographic safeguards are validated within
the SCAS framework using simulated replay and
downgrade attacks, with performance evaluated
through metrics such as latency overhead, detection
accuracy, and false positive rates in anomaly detec-
tion.

Man-in-the-Middle (MitM) Threats

Man-in-the-middle (MitM) attacks pose a significant
threat to network security by intercepting or manip-
ulating communications between 5G components.
The distributed architecture of 5G networks in-
creases the opportunities for attackers to position
themselves within the communication path, particu-
larly across interfaces like F1, N2, and N3, as out-
lined in 3GPP TS 33.523 (Release 18). Mitigation
strategies encompass end-to-end encryption using
Transport Layer Security (TLS) 1.3 for N2 interface
communications, secure key exchange mechanisms
based on Diffie-Hellman protocols, and periodic
data integrity verification through cryptographic
checksums, as recommended by 3GPP TS 33.501.
Emerging technologies, such as Public Key Infra-
structure (PKI) and Zero Trust frameworks, further
enhance resilience against MitM attacks by enforc-
ing mutual authentication and continuous verifica-
tion, ensuring robust protection across diverse 5G
network scenarios [19].

Distributed Denial of Service (DDoS) Risks

The scalability of 5G networks introduces a higher
risk of DDoS attacks, which can overwhelm network
resources and disrupt services. Common attack vec-
tors include flooding signaling pathways or exploit-
ing compromised IoT devices. Effective counter-
measures include employing rate limiting, traffic fil-
tering, and Al-driven anomaly detection systems to
identify and block malicious traffic patterns in real
time.

IoT Device Vulnerabilities

Integrating IoT devices into 5G networks has intro-
duced new entry points for attackers. Many IoT de-
vices lack proper authentication, encryption, and
firmware updates, making them vulnerable to ex-
ploitation. Recommended mitigations include secure
boot processes, periodic firmware validation, and
enforcing device-level security standards. Addition-
ally, network segmentation can isolate compromised
devices to prevent lateral movement of attacks.

Network Slicing Isolation Challenges

While network slicing offers flexibility by creating
virtual networks tailored to specific use cases, it also
introduces risks of cross-slice attacks if isolation is
not adequately enforced. An attacker accessing one
slice can exploit shared resources to compromise
others. Mitigation strategies include robust slice iso-
lation mechanisms, continuous traffic monitoring,
and dynamic access control policies to safeguard
slice-specific data and functionalities [20].

Software Vulnerabilities in Virtualized Envi-
ronments

5G networks are based on SDN and NFV architec-
tures, which introduce software vulnerabilities. At-
tackers can exploit flaws in the hypervisor, API, or
orchestration system to compromise network integ-
rity. Risk mitigation can include regular vulnerabil-
ity assessments, timely software patching, secure
configuration management, and hypervisor harden-
ing [21-22].

Enhanced Security Framework for

Optimization of 5G Security As-
surance for gNB-CU Testing

The gNB is a critical element in 5G networks, serv-
ing as the intermediary between User Equipment
(UE) and the 5G core network. Its role is particularly
crucial in the context of 5G's advanced capabilities,
such as network slicing, URLLC, and mMTC. Given
these functionalities, ensuring the security of the
gNB, particularly its Central Unit (gNB-CU), is es-
sential [23-26].

The gNB-CU manages control and user plane oper-
ations, rendering it a high-value target for potential
cyber threats. To mitigate these risks, several key se-
curity mechanisms have been developed. These en-
compass robust authentication protocols, encryption
techniques, and integrity checks to prevent replay at-
tacks, data tampering, and unauthorized access. Fur-
thermore, advanced anomaly detection systems are
employed to identify and respond to suspicious ac-
tivities in real time.

To keep the gNB-CU (a key part of 5G networks)
secure, several testing methods are used to check for
various types of attacks. These tests evaluate how
well the encryption algorithms work, ensure the ro-
bustness of signaling integrity and reliability, and
confirm the gNB-CU can hold up under simulated
cyber-attacks. Using machine learning machine
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learning models to spot and predict unusual activity
also boosts security, helping to stop threats before
they cause harm.

Moreover, secure software development is a big fo-
cus. This includes regularly reviewing code and
checking for weaknesses in the gNB-CU software.
Regular updates and patches fix any newly found is-
sues, keeping the gNB-CU system protected against
evolving threats.

Together, these security steps and testing methods
strengthen the gNB-CU, making sure it meets the
tough, demanding requirements of 5G networks
while staying secure. They protect user data and net-
work operations and ensure everything lines up with
regulatory standards and industry best practices [23-
26].

The solution enhances the SCAS testing process by
streamlining UE registration to cover multiple test
cases in a single session, minimizing resource con-
sumption and latency. The test environment lever-
ages a virtualized 5G network setup, simulating crit-
ical network functions such as the gNB-CU, gNB-,
compliant with TS 33.523 standards. Key test pa-
rameters include signaling protocols such as Stream
Control Transmission Protocol (SCTP) for F1 inter-
face communications, F1 Application Protocol
(F1AP) for gNB-DU-to-gNB-CU signaling, as spec-
ified in 3GPP TS 33.501. These protocols are tested
under simulated attack scenarios, including replay
attacks (detected via sequence number mismatches),
MitM attacks that are monitored through unauthor-
ized key exchanges, and DDoS attacks, which are
assessed via traffic flooding.

Replay and Tampering Protection for gNB-
CUs

Replay attacks and data tampering pose serious threats to
the integrity and reliability of the gNB-CUs in 5G net-
works. To rigorously evaluate their mitigation capabili-
ties, this study employed a structured methodology con-
sisting of four steps: (1) UE Registration and Security Es-
tablishment: The UE initiates the RRC Setup and Security
Mode procedures, which establish a secure channel using
the Authentication and Key Agreement (AKA) protocol
defined in 3GPP TS 33.501.[7] (2) Replay Injection: This
attack simulates adversary behavior by retransmitting
previously valid messages (such as Security Mode Com-
plete) or uplink data with incorrect MAC values. Replay
detection mechanisms combine timestamp verification
with secure nonce generation to ensure that retransmitted

packets are rejected. (3) Tampering Detection and Integ-
rity Verification: Packet authenticity is ensured through
techniques such as cryptographic hashing and digital sig-
natures. Abnormal or replayed messages are detected and
discarded at both the RRC and PDCP layers. (4) Secure
Session Continuation: Only authenticated packets are al-
lowed to proceed with PDU session establishment and se-
cure uplink/downlink data exchange. End-to-end encryp-
tion and session-based key management further ensure
confidentiality and integrity between the gNB-CU and the
UE.

This replay and tamper protection framework demon-
strates how to implement the integrity protection condi-
tions defined by 3GPP, combining timestamp verifica-
tion, cryptographic authentication, and dynamic session
key management to effectively mitigate the risk of replay
and tampering threats throughout the communication pro-
cess [26-28].
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Figure 1: Workflow of Replay and Tamper Protec-
tion Tests

Figure 1 shows Sequential flow of replay and tamper
protection testing in the 5G core network. Blue ar-
rows indicate normal signaling from UE registration
to session establishment; red arrows indicate mali-
cious replay behavior (e.g., retransmitting a Security
Mode Complete message with an incorrect MAC-I).
Integrity check failures at the RRC and PDCP layers
are marked with a red X, indicating that the packet
is rejected. Only messages that pass verification can
proceed to complete secure session establishment,
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fully demonstrating the implementation of the integ-
rity protection strategy in 3GPP TS 33.501.

Multi-SCAS Testing with Single-UE Con-
nections

Conventional SCAS (Security Assurance Specifica-
tion) testing for gNB-CU often employs isolated test
cases that lead to prolonged testing times and sub-
stantial resource utilization. This approach proposes
integrating multiple SCAS test scenarios within a
single UE session, thereby enhancing the efficiency
of the testing process. By leveraging dynamic ses-
sion management techniques, the framework re-
duces redundancy in signaling exchanges and opti-
mizes network resource allocation.

-
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Figure 2: Process Flow for Single-UE Multi-SCAS

Testing

In particular, the method utilizes layered signaling
protocols that allow concurrent validation of security
parameters across various network functions such as
gNB, AMF, and SMF. This multi-faceted approach

not only accelerates the overall testing cycle but also
ensures comprehensive coverage of potential secu-
rity vulnerabilities. Figure 2 highlights these concur-
rent testing interactions, demonstrating the stream-
lined flow of signaling messages between UE, AMF,
and gNB, which facilitates effective detection of
anomalies and ensures robust network security pos-
tures.

Additionally, the architecture supports seamless
transition between test scenarios without necessitat-
ing session reinitialization, thus minimizing over-
head and enhancing throughput. This unified ap-
proach enhances the reliability of 5G network secu-
rity evaluations by providing real-time insights into
the performance of multiple components under di-
verse conditions.

Interface Security: F1, N2, and N3 Protec-
tions

The gNB-CU communicates through multiple inter-
faces, each presenting distinct security challenges
and requiring robust protection mechanisms.

1. F1 Interface: Responsible for communication
between the gNB-CU and gNB-DU, this inter-
face is particularly vulnerable to integrity at-
tacks targeting radio signals. Encryption proto-
cols and integrity checks are implemented to se-
cure signaling data transmission and counter
such threats.

2. N2 Interface: Handling control plane communi-
cation between the gNB-CU and the core net-
work, this interface demands stringent confi-
dentiality measures. Advanced encryption
standards protect control plane data from unau-
thorized access and tampering.

3. N3 Interface: Facilitating user plane data trans-
mission, the N3 interface is secured through
comprehensive data protection strategies, in-
cluding encryption and traffic isolation, ensur-
ing user data remains secure during transit.
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network components, promptly identifying anoma-
lies such as inactive nodes, protocol failures, and un-
expected latencies. This proactive monitoring gener-
ates immediate alerts, enabling swift intervention
and minimizing service disruptions. Automated er-
ror-handling routines further ensure that detected
faults are logged, analyzed, and resolved without
manual intervention, thereby maintaining continu-
ous security validation and operational integrity
[26]. The flowchart illustrates the detection and re-
sponse mechanisms for non-responsive elements, in-
cluding initial connectivity checks, heartbeat signal
verification, and automated error correction pro-

dwad 14

Figure 3: Interface Layer Protections and Security ~ cesses [26] (see Figure 4).

Test Workflow

The gNB-CU communicates through multiple inter-
faces, each presenting distinct security challenges
and requiring robust protection mechanisms. Figure _

3 provides a clear diagram of the security validation e et
processes for the F1, N2, and N3 interfaces, detailing | | ,r============g====m==emmmm \signal to the gNB-CU,
how encryption standards, integrity checks, and iso-
lation methods are applied. This workflow-orga-
nized approach ensures each interface is secured
properly, meeting strict security standards and
boosting the overall strength of the 5G network in-
frastructure.

Warning: No

Security Mechanisms: Integrity, Ciphering,
and Replay Prevention

Has the UK successfully
completed authentication?

Continue

To keep Radio Resource Control (RRC) signaling
and user plane data transmission secure, strong in-
tegrity protection mechanisms are essential. This in-
cludes using advanced encryption algorithms to keep
data private and dynamic key management protocols
to block unauthorized access. The system also incor- Stepwise SCAS Testing Implementation
porates integrity checks to confirm that the data is
authentic and hasn’t been tampered with during
transmission. Additionally, to prevent replay at-
tacks, where hackers try to reuse intercepted data,
sequence number checks are put in place to stop this
kind of exploitation. Several testing procedures are
done to make sure the encryption holds up against
interception, unauthorized decryption, and replay at-
tacks, creating a secure and reliable communication
environment [26].

Figure 4: Non-Responsive Device Detection Flow

A systematic and layered approach to SCAS testing en-
sures a comprehensive security assessment of the gNB-
CU across various operational phases. The process begins
with UE (User Equipment) authentication, verifying de-
vice legitimacy through mutual authentication protocols
and secure key exchanges. Subsequent phases involve
rigorous testing of the control plane, user plane, and
transport layers, ensuring each is robust against potential
threats [26].

SCAS Automation for Fault Detection

Automation significantly enhances Security Assur-
ance Specifications (SCAS) testing by efficiently de-
tecting unresponsive elements within the gNB-CU
environment. The system employs automated scripts
and real-time monitoring tools to continuously scan
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Figure 5: SCAS Testing Workflow for gNB-CU

Each testing cycle is followed by automated resets and

state re-initializations, ensuring the system is consist-
ently prepared for subsequent test iterations, thus pre-
venting cumulative errors [26].

To address these challenges, optimizing AMF test-
ing workflows is imperative for maintaining high se-
curity standards while improving efficiency. Key
challenges include:

1. High Resource Consumption: Traditional
SCAS methods necessitate repetitive connec-
tion attempts for individual test items, resulting
in excessive network load and resource wast-
age. This inefficiency is further exacerbated by
the need to maintain secure communication
channels during each iteration.

2.  Testing Redundancy: Repeated sessions for
validating similar security attributes introduce
unnecessary overhead, slowing down the test-
ing process and consuming additional re-
sources without proportional benefits.

3. Limited Real-Time Adaptation: Conventional
methods often lack mechanisms for efficiently
detecting non-responsive elements during test-
ing, leading to delays in fault identification and
resolution. Implementing adaptive testing
mechanisms that can dynamically adjust based
on network responses can mitigate this issue.

Using intelligent mechanisms, smart tools like auto-
mated session grouping and anomaly-based error de-
tection can significantly improve the efficiency of
testing the Access and Mobility Management Func-
tion (AMF). By employing machine learning algo-
rithms to spot patterns and predict issues, testing can
adapt on the fly, cutting down on unnecessary steps
while still ensuring thorough security validation.
Additionally, using state-aware testing setups can

save resource consumption by keeping session de-
tails consistent across multiple tests, avoiding the
need to repeatedly set up connections. repeated con-
nection overheads.

Figure 5 presents the SCAS testing workflow, outlining
the sequence from connection setup and execution of
predefined test cases to iterative reset mechanisms that
facilitate continuous validation and fault isolation [26].

Optimization of 5G Security As-
surance for AMF Testing

The Access and Mobility Management Function
(AMF) is critical in 5G networks, handling user au-
thentication, mobility management, and session in-
tegrity. Ensuring robust security assurance for the
AMF within the Security Assurance Specification
(SCAS) framework is essential, but the process is of-
ten resource-intensive and prone to redundancy. Tra-
ditional testing approaches frequently involve re-
peated User Equipment (UE) connection attempts
for each security parameter, leading to significant in-
efficiencies and increased operational complexity.

Furthermore, using virtualization techniques to sim-
ulate complex 5G environments allows for in-depth,
thorough security assessments without needing a ton
of physical equipment, thus saving both money and
resources.. These improvements not only make
AMF testing processes smoother but also strengthen
the overall security of 5G networks by enabling
faster detection and fixing of potential weaknesses..

Enhanced SCAS Testing Mechanism

An intelligent automated Security Assurance Speci-
fication (SCAS) testing system is proposed to tackle
the complexity and heavy resource demands of
SCAS testing in 5G networks. Unlike prior SCAS
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testing approaches, this work introduces a novel sin-
gle-UE multi-SCAS testing framework, enabling
concurrent validations with reduced overhead. This
new approach combines multiple test cases into
fewer sessions, making the testing processes much
smoother while still fully covering security require-
ments defined in 3GPP specifications, TS 33.512,
which specifies the use of sequence number valida-
tion and timestamp-based verification for detecting
repeated NAS messages. The methodology is struc-
tured into two primary components:

1. Single-UE Connection for Multi-SCAS Test-
ing: A single-user equipment (UE) registration
instance is leveraged to validate multiple
SCAS test cases simultaneously. This method-
ology reduces connection overhead, optimizes
resource utilization, and accelerates testing
workflows by minimizing repeated authentica-
tion and registration cycles. The system dy-
namically manages session contexts, ensuring
a single UE can sequentially execute diverse
SCAS test scenarios without reinitialization. In
order to enhance practical applicability, the
testing framework incorporates scenarios, such
as simulated man-in-the-middle (MitM) at-
tacks on the N2 interface, and replay attacks on
NAS signaling. These scenarios are designed
to mimic realistic network conditions, ensuring
robust security testing of 5G network functions
like the AMF and gNB-CU under diverse at-
tack vectors. The system significantly expands
scenario coverage by supporting up to 10 con-
current SCAS test cases per UE session, cover-
ing vulnerabilities across the control plane,
user plane, and transport layers.

2. Automated Non-Responsive Element Detec-
tion: The framework includes continuous real-
time monitoring of the Access and Mobility
Management Function (AMF) responses. Au-
tomated recovery procedures mitigate faults
like signaling failures or session drops, vali-
dated through protocols such as SCTP, NAS,
and NGAP. This mechanism reduces manual
intervention and ensures operational reliabil-
ity, as illustrated in Figure 6. It detects non-re-
sponsive elements promptly and mitigates
faults through automated recovery procedures.
This proactive mechanism enhances reliability
by reducing manual intervention and swiftly
addressing faults such as signaling failures,
session drops, or delayed authentication. To
ensure comprehensive fault detection in opera-
tional environments, our practical testing sce-
narios include simulated network outages and

protocol failures, validated through real-time
monitoring of SCTP, NAS, and NGAP proto-
cols.

The attached flow diagram (Figure 7) illustrates the
process flow [29], showcasing how a single UE con-
nection efficiently manages multiple SCAS test
cases concurrently. It details the signaling interac-
tions with core network components, including the
AMF, Authentication Server Function (AUSF), and
gNodeB (gNB), demonstrating the streamlined sig-
naling flow and optimized session handling under
realistic network conditions. This enhanced mecha-
nism ensures that 5G core security testing is more
efficient, less resource-intensive, and highly relia-
ble.

UE gNB AMF AUSF

Step 1-1 Step 1-2
Step 1-4 Step 1-3

Step 1-5 n
Detected Tither A Non-Responsive AMF

Using 3GPPldefined —

Timer for egch message| SCTP INTT
SCTP Connectivity L SCTP INIT-ACK.
Check Testing ., SCTP COOKIE-ECHO

SCTP COOKIE-ACK

(\1;:]::]1: ,';t;‘:ir:f;t"“—" l f NGAP Setup Request ¥ E:""i“{f"“_"
. - 1 NGAP Setup Response eck Testing

Eristration Request /nausf-auth/v ]."’u:‘-aulhﬂnlic.;uinn_.‘
404 Not Found

Registrption Reject (llegal UE)

Figure 6: Non-Responsive AMF Detection Process

Implementation Details and Technical Solu-
tions

The proposed framework is organized into a clear
step-by-step process. SCAS requirements are first
defined following 3GPP TS 33.512, and a single-UE
testbed is established using NFV-based AMF, gNB,
AUSF, and SMF functions. Multi-SCAS scenarios
are then executed within one UE session to minimize
overhead, with continuous monitoring of latency, re-
source utilization, and test coverage. Finally, valida-
tion against anomaly and fault detection rules en-
sures reliable identification of replay, MitM, and
non-responsive elements under realistic conditions.
This solution enhances the SCAS testing process by
streamlining UE registration to cover multiple test
cases in a single session. This optimization reduces
the need for repetitive registration steps, minimizing
resource consumption and latency. The test environ-
ment leverages a 5G network setup, simulating crit-
ical network functions such as the AMF, gNB,
AUSF, and SMF using network function virtualiza-
tion (NFV) platforms, compliant with 3GPP TS
33.512 standards. Key test parameters include sig-
naling protocols such as Stream Control Transmis-
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sion Protocol (SCTP) for N2 interface communica-
tions, Non-Access Stratum (NAS) for UE-AMF in-
teractions, and Next Generation Application Proto-
col (NGAP) for gNB-AMF signaling.

Each test sequence is meticulously synchronized
with AMF, UE, AUSF, and gNB signaling ex-
changes, ensuring precise validation and efficient
execution [29-30]. The unified data analysis pro-
vides comprehensive insights into security perfor-
mance by processing aggregate test outputs across
diverse scenarios and enabling scalability for large-
scale deployments. Specific metrics evaluated in-
clude latency reduction in session setup time and test
case concurrency levels, such as up to 10 simultane-
ous SCAS test cases per UE session. The proposed
SCAS testing framework streamlines UE registra-
tion to cover multiple test cases in a single session,
minimizing resource consumption and latency. The
methodology follows a structured, step-by-step pro-
cess::

1. Network Access Initiation: The UE sends an
initial access request to the AMF, triggering
the testing framework, as shown in Figure 7.

2. Concurrent Execution of SCAS Test Cases:
Multiple test cases run simultaneously, each
validated through defined signaling interac-
tions involving SCTP, NAS, and NGAP proto-
cols, reducing overall test time by eliminate re-
peated testing procedure.

3. Unified Data Analysis: Test outputs are aggre-
gated for comprehensive analysis, allowing for
holistic assessment of security parameters and
streamlined reporting, as depicted in Figure 6
for non-responsive device detection.

The scalable framework is validated across different
network functions such as AMF, gNB, AUSF, SMF
and deployment scenarios. Figure 7 illustrates the
signaling flow for concurrent test case execution,
while Figure 6 details the automated detection and
alert mechanism for non-responsive elements, en-
suring alignment with the described methodology.

[ Invalid or unacceptable UE security capabilities handling ]

Reset AMF

NAS NULL integrity protection |

Reset AMF

Pass

RES* verification failure handling ]

Reset AMF -

Synchronization failure handling ]

[NAS integrity algorithm selection and use ]

[chlay protection of NAS signalling messages ]

I

[ 5G-GUTT allocation ]

|

[ Bidding down prevention in Xn-handover ]

Figure 7: Process Flow for Single-UE Multi-SCAS
Testing

A vital enhancement is the automated detection
mechanism for non-responsive devices during
SCAS testing [29]. This mechanism continuously
monitors device responsiveness across protocols
such as SCTP, NAS, and NGAP, facilitating early
identification of faults as shown in Figure 8. This
process includes:

1. Connectivity Checks: Initiating checks across
essential protocols to ensure continuous device
responsiveness.

2. Fault Logging: Documenting faults when de-
vices fail to respond within defined thresholds.

3. Automated Alerts: Notifying operators
promptly, enabling swift troubleshooting and
minimizing downtime.
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Figure 8: Non-Responsive Device Detection Flow

The detection and alert flow are visually represented
to illustrate the sequence of monitoring, fault detec-
tion, logging, and alerting, ensuring seamless man-
agement of non-responsive devices. Figure 6 visual-
izes the detection and alert flow, showing each step
involved in monitoring connectivity and handling
non-responses, including the automated logging and
alert mechanisms.

Results

The optimized SCAS testing framework improves
AMF efficiency by eliminating redundant operations
and incorporating automation for real-time fault de-
tection and resolution [29]. This ensures that 5G net-
works remain resilient against emerging threats
without resource strain. Future improvements could
integrate Al-driven adaptive testing mechanisms for
dynamic and personalized security assessments, en-
hancing network protection through continuous
learning and automated adjustments. While the main
contribution of this work lies in the design and im-
plementation of the proposed testing framework, we
also outline an evaluation methodology to guide sub-
sequent validation. The planned assessment covers
end-to-end latency, CPU and memory utilization,
test coverage, and fault detection accuracy under sin-
gle-UE multi-SCAS scenarios. Although full-scale
experimental results are beyond the current scope,
these defined metrics establish a clear roadmap for
comprehensive validation in our extended research.

Discussions and Conclusions

This study proposed a single-UE multi-SCAS test-
ing framework and an automated fault detection
mechanism to demonstrate how original design in-
novations can enhance testing efficiency, reduce la-
tency, and improve anomaly detection accuracy, and
also highlights the vulnerabilities inherent in 5G’s
architecture, particularly in key components like the
Access and Mobility Management Function (AMF)
and split gNodeB (gNB) product classes. The re-
search underscores the critical need for robust secu-
rity mechanisms through a detailed analysis of pro-
tocol weaknesses, device-level risks, and virtualiza-
tion vulnerabilities.

Robust encryption, replay attack prevention, net-
work slicing isolation, and real-time threat detection
are critical measures for securing the 5G infrastruc-
ture. Integrating these technologies with standard-
ized testing frameworks, including proactive patch
management, enables a more effective response to
evolving security threats. Beyond technical en-
hancements, collaboration among regulatory bodies,
network operators, and technology providers can
further strengthen 5G security.

Regarding future work and methodological im-
provements, which include further enhancing the
proposed SCAS testing framework, future work will
focus on integrating Al-driven adaptive testing
mechanisms to enable dynamic and personalized se-
curity assessments. These mechanisms will leverage
machine learning algorithms to predict and prioritize
test cases based on real-time network conditions, im-
proving fault detection accuracy and reducing test-
ing overhead.

Additionally, to support 6G network architectures,
we will expand the framework, including advanced
network slicing and ultra-low-latency scenarios, and
ensure scalability for next-generation networks.
Methodological improvements for SCAS testing
will include the development of standardized perfor-
mance benchmarks, such as latency and throughput,
to facilitate cross-vendor comparisons. These ad-
vancements aim to ensure continuous learning and
adaptation, strengthening the security assurance pro-
cess for future 6G networks.

List of abbreviations

5G: Fifth Generation Mobile Network
AMEF: Access and Mobility Management Function
gNB: gNodeB (Next-Generation Node B)
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SCAS: Security Assurance Specification

URLLC: Ultra-Reliable Low-Latency Communications
eMBB: Enhanced Mobile Broadband

mMTC: Massive Machine-Type Communications
NFV: Network Function Virtualization

SDN: Software-Defined Networking

[oT: Internet of Things

PKI: Public Key Infrastructure
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