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Abstract

This paper systematically investigates the data privacy protection strategies in railway transportation systems, with a
particular focus on the unique requirements of train coupling/decoupling scenarios. In such dynamic and semi-open
environments, existing passive security mechanisms and centralized architectures often fail to ensure secure data ex-
change and privacy preservation, particularly under limited computational resources. To address these challenges, we
review decentralized data-sharing technologies and privacy-preserving computation methods suitable for heterogene-
ous train networks. Furthermore, we propose a blockchain-based asymmetric encrypted storage framework and a
collaborative computing architecture based on federated learning, both tailored to the operational constraints of mod-
ern high-speed trains. Our approach integrates container virtualization, secure consensus protocols, and differential
privacy techniques to enable traceable, tamper-proof, and privacy-aware data processing. Finally, this paper outlines
future research directions concerning quantum-resistant security architectures and adaptive privacy mechanisms that
can support the evolving needs of intelligent railway systems.
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area, particularly in high-speed railways. Statistics indi-
| Introduction cate that at the end of 2023, China’s total railway opera-
tional mileage has reached 159,000 kilometers, with the
HSR covering 45,000 kilometers. Additionally, over
4,300 electric multiple units (EMU) have been in service,
accounting for 68.8% of the world’s total HSR mileage.

Rail transportation has been widely adopted owing
to its high transport capacity, safety, cost-effectiveness,

and environmental sustainability. It is foreseeable that According to the Chinese government plan, the total rail-
railway transportation is expected to remain vital to the way operational mileage is expected to expand to 165,000
global transportation systems, addressing future chal- kilometers by 2025, with 50,000 kilometers of HSR.

lenges such as longer transport distances, increasing pas- The rapid development of high-speed rail raises
senger flows, and the growing demand for sustainable  p;oper standards for the safety, reliability, and operational
mobility. China holds a leading position in the railway efficiency of EMUs. As the central system of EMUs, the
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existing train network control system is a typical distrib-
uted onboard control system that facilitates seamless in-
tegration between onboard equipment and ground infra-
structure. It enables vehicle data communication, train-to-

ground information exchange, and train control function-
alities. The system architecture is illustrated in Fig. 1.
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Figure | The Train Network Control System and Its Interfaces

.1 Analysis of Current Status of Train
Network Control

The train network control system performs unified
control, monitoring, and basic diagnosis. However, fur-
ther improvements in train safety, reliability, and opera-
tional efficiency are challenging due to the limited dig-
itization of onboard devices, lack of autonomous train
operation, and insufficient intelligent decision-making.
The core challenges may be addressed by using compre-
hensive spatiotemporal perception of the operating en-
vironment, real-time dynamic monitoring of train equip-
ment status, and data-driven operational decision-mak-
ing and control. Nevertheless, due to the integration of
third-party systems (e.g., the Passenger Information
System (PIS) interfacing with ticketing systems) and the
semi-open nature of train-ground communication net-
works, the train network faces critical challenges such
as low data security, slow information transmission, and
ineffective data integration and utilization. These chal-
lenges include the following aspects:

(1) Low Data Security Due to Reliance on Traditional
Passive Protection Measures

The train network control system primarily relies
on conventional boundary-based security mechanisms
like firewalls. However, embedded units with limited
computational resources and cross-platform characteris-

tics may fail to support advanced security features. Ad-
ditionally, inevitable vulnerabilities in operating sys-
tems expose the network to external attacks in non-fully
enclosed environments, with complicated situation of
safeguarding the train network data.
(2) Privacy Disparities Impeding Secure Data Shar-
ing Across Multi-Vendor Equipment

During the train operation, computational units of-
ten experience insufficient processing limitations. For
instance, the onboard Prognostics and Health Manage-
ment (PHM) unit of the Fuxing Hao Train monitors over
3,000 data points while simultaneously performing real-
time fault diagnosis and predictive alerts, occasionally
encountering computational bottlenecks. Thus, collabo-
rative support from idle computational units is necessary.
But differences in privacy policies among equipments
from different vendors and security levels, coupled with
inadequate secure sharing and privacy protection mech-
anisms, hinder the cross-unit data sharing and collabo-
rative resource utilization, with decreased task execution
efficiency.
(3) Challenges in Efficient and Trusted Transmission
of Sensitive Data in Semi-Open Communication En-
vironments

Autonomous train operation and health manage-
ment rely heavily on the accurate collection and efficient
transmission of sensitive data, such as environmental
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perception data and equipment status information. How-
ever, the train-ground communication depends on hy-
brid public-private networks: public networks offer high
bandwidth but suffer from lower reliability, while pri-
vate networks prioritize security at the expense of trans-
mission speed. Consequently, the balance between
transmission efficiency and security in semi-open envi-
ronments remains a significant challenge.

On the other hand, considering the heterogeneous
nature of train network resources, the sensitivity of inter-
resource interactions, and the semi-open nature of com-
munication networks, constructing a decentralized data
security framework and a privacy-preserving computing
architecture for high-speed railway networks raises the
following challenges:

(1) Comprehensive Distributed Security Protection
for Train Network Data in Heterogeneous Resource
Scenarios

Autonomous train operation and equipment health
management rely on the collaboration of distributed
computing and storage resources within the train net-
work control system. However, system vulnerabilities
will be introduced due to hardware diversity, including
variations in device origin, model, and specifications
coupled with software heterogeneity across multiple
vendors with different functionalities, performance lev-
els, and cross-platform operations. These factors in-
crease the complexity of data backup, access control,
and identity authentication, bring challenges to the es-
tablishment of a unified security framework.

(2) Ensuring Secure Data Sharing in Train Coupling
Scenarios

Collaborative resource utilization in the train net-
work control system inherently depends on data sharing
and integration across different units. However, frequent
coupling and decoupling of different types of trains with
varying configurations lead to dynamic network topolo-
gies and heterogeneous data structures, thus bring com-
plicated centralized management. Additionally, privacy
disparities among multi-vendor units, along with vary-
ing privacy policies, severely hinder secure data sharing
and integration. Furthermore, the increasing number of
wireless access points in coupled trains raises the risk of
external intrusions, amplifying threats of data tampering
and leakage. Therefore, secure cross-unit data sharing in
such dynamic environments remains a critical challenge.
(3) Real-Time Secure Interaction of Sensitive Data
in Semi-Open Communication Environments

In the train network control system, the interactions
between onboard units and train-ground systems involve

high-concurrency transmission of safety-sensitive data,
such as control commands, equipment status, and PIS-
related ticketing data. However, the hybrid public-pri-
vate wireless communication networks where public
networks offer high speed but low security, and private
networks prioritize security at the cost of bandwidth,
make it difficult to achieve the optimal balance between
transmission efficiency and data protection.

It is seen from above analysis that to enhance au-
tonomous operation and intelligent health management
in high-speed railways, it is vital to develop data security
mechanisms for shared and collaborative processing in
train network control systems. Future issues may in-
clude decentralized storage features, as well as advanced
technologies such as trusted computing, blockchain, and
federated learning.

Scientific Problem Statement

Although numerous studies have explored data pri-
vacy and security in intelligent railway systems, most
existing approaches either rely on passive protection
mechanisms or lack compatibility with dynamic cou-
pling/decoupling scenarios. Moreover, evaluation
frameworks for current methods often overlook real-
time performance, cross-unit interoperability, or resili-
ence to emerging threats (e.g., adversarial attacks or
quantum computing risks).

For instance, traditional cryptographic schemes
cannot be seamlessly deployed on low-power onboard
devices, and centralized architectures face bottlenecks in
data integration and decision-making. Furthermore, ex-
isting assessments rarely consider the unique structural
and operational constraints of high-speed train environ-
ments.

These limitations form the core problem that this
paper seeks to address, i.e., how to design a scalable, se-
cure, and privacy-preserving data sharing and pro-
cessing architecture for semi-open, heterogeneous, and
dynamic train networks.

1.2 Research Objectives and Contribu-
tions

Despite the existing studies on privacy and security, the
applicability in railway environments is frequently ig-
nored. To address this issue, this paper reviews current
decentralized data sharing methods and privacy-pre-
serving techniques, and discusses their feasibility for
application in railway contexts. The review of relevant
studies on train data privacy protection is shown in Ta-
ble 1.
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Table | Review of relevant studies on train data privacy protection

Refer- Field Contribution Upcoming issues
ences
Chen et | Detection and | The data-driven methods proposed in this paper Core privacy-preserving technologies such
al.ll Diagnosis of | (e.g., edge computing and transfer learning) can as data encryption and anonymization are
Faults reduce sensitive data exposure through local data | not explicitly addressed, and the privacy
processing and model sharing, thereby indirectly risks associated with centralized data stor-
enhancing the privacy protection. age and transmission remain inadequately
discussed.
Sun et Train Control | The paper advocates employing end-to-end en- Current studies focus on isolated technical
al.l! Network cryption, rigorous access control, and integrated validations, without considering a univer-
intrusion detection to protect the high-speed train | sal security framework, real-time monitor-
operational data, while ensuring standardization ing, and empirical support mechanism.
and intelligent defense.
Kour et | Railway Infra- | The paper proposes a blockchain-based “edge- Besides rolling stock and signaling sys-
al.l3! Structure cloud” collaborative architecture combined with tems, the energy and human factors should
lightweight encryption schemes to achieve data be involved, as well as the security assess-
integrity protection and privacy enhancement. ment of third-party devices especially for
Additionally, blockchain technology is applied to | LTE-R(Long Term Evolution - Rail-
maintain registration systems, ensuring trustwor- | way)/5G(5™ Generation) networks.
thy maintenance data.
Zubaydi Internet of The blockchain technology ensures data integrity | Blockchain may be used considering high
et al.[¥l Things and privacy through decentralized storage and resource consumption and real-time data
smart contracts, combined with lightweight en- processing; Sufficient security assessments
cryption schemes. Consortium blockchain archi- are needed for railway-specific communi-
tectures enhance the scalability and security, thus | cation protocols and unaddressed security
suitable for trustworthy sharing of multi-source risks in the third-party device integration.
high-speed train data.
Lopez | Railway Trans- | The article highlights blockchain and Al technol- | Detailed exploration are needed for data
et al.l%] portation Sys- | ogies for enhancing data privacy, with standard- encryption specifics and emerging technol-
tems ized frameworks and user awareness for secure ogies (e.g., quantum encryption), with
railway systems. Enhanced LTE-R protocols and | analysis of technical feasibility and cost-
Al-driven anomaly detection improve the real- effectiveness in practical deployment, to
time data protection. address the security risks of third-party de-
vice integration.
Wang Mobile Smart | Privacy techniques in mobile crowd sensing, such | Existing solutions rely heavily on trusted
et al.[%] Devices as k-anonymity, homomorphic encryption, and third parties, vulnerable to single-point at-
differential privacy can protect identity, location, | tacks; high computational/communication
and content privacy of high-speed train data. may affect real-time performance.
Yang et | Cloud Storage | Attribute-based encryption (ABE) and searchable | The fully homomorphic encryption brings
al.l”l encryption enable fine-grained access control and | higher computational costs for real-time
secure retrieval for high-speed train data; integrity | processing; existing models assume semi-
schemes can prevent tampering, while anony- honest clouds, overlooking malicious ad-
mous CP-ABE helps to enhance the privacy. versaries; practical solutions are needed
for real-time encryption and transmission
efficiency in massive dynamic datasets.
Rafiget | BigData Ap- | Differential privacy and k-anonymity can enhance | Optimization for real-time dynamic data
al.l8l plications data anonymization, while hierarchical security streams are needed to improve the effi-
frameworks can support systematic protection of | ciency of encryption in high-frequency
multi-source data. processing.
Khanet | Future Trans- | A novel paradigm for collaborative intelligent Current implementations of cloud, fog,
al.’l portation Sys- | systems is introduced, featuring a standardized and edge computing lack efficient coordi-
tem multi-layer lifecycle and optimized data manage- | nation in transportation data management,
ment for federated learning. A secure modular often resulting in high latency and signifi-
framework based on distributed ledger technology | cant resource overhead.
(DLT) is designed to ensure transaction integrity
across network nodes.
Zhang et al Computing&AlConnect
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Summary of Contributions

To address the identified challenges, this paper pro-
vides the following key contributions:

(1) We conduct a comprehensive and structured re-
view of existing decentralized data sharing and privacy-
preserving techniques, highlighting their strengths, lim-
itations, and applicability to the railway domain.

(2) We design a blockchain-based asymmetric en-
cryption framework tailored for secure data storage and
cross-train communication in coupling/decoupling sce-
narios.

(3) We propose a federated learning-based collab-
orative computing framework that ensures privacy-pre-
serving data sharing while addressing computational
constraints in onboard environments.

(4) We identify and discuss future research direc-
tions, including quantum-resistant security architectures
and adaptive privacy mechanisms suitable for intelligent
railway systems.

The scope of this study is confined to train onboard
data exchange and collaborative modeling in cou-
pling/decoupling scenarios. It does not cover trackside
infrastructure security, emergency communication pro-
tocols, or energy systems.

The rest of this paper is organized as follows:

Section 2 conducts a layered analysis of emerging
technologies potentially applicable to current railway
transportation.

Section 3 discusses existing decentralized technol-
ogies and their application scenarios.

Section 4 analyzes some typical privacy-preserving
techniques.

Section 5 summarizes the findings and proposes a
blockchain-based encrypted storage and collaborative
computing architecture.

Section 6 concludes the paper and outlines future
research directions.

2 Review of Data Security and
Privacy Protection Methods in
Railway Transportation

2.1 Hardware Layer

The train communication network (TCN) serves as
a fundamental component of railway communication
systems, interconnecting onboard equipment to facili-
tate efficient data exchange and ensuring the coordi-
nated operation of train control systems. In June 1996,

the establishment of IEC 61375 and UIC 556 as interna-
tional standards set a foundation for intra- and inter-ve-
hicle communication, promoting the interoperability
among vehicles from different manufacturers and foster-
ing the development of the railway industry!!”l. However,
railway systems rely heavily on onboard and trackside
sensor networks, which leaves the systems open to a va-
riety of security threats. By reviewing standards and
evaluating railway cyberattack cases, this paper identi-
fies vulnerabilities in current communication protocols
and proposes a hierarchical security framework for rail-
ways. This framework integrates multiple methodolo-
gies to enhance the network resilience!'l. With techno-
logical advancements, the communication burden on
trains has grown significantly. While facing external se-
curity threats, the internal communication design, which
has aged over time, requires updating to accommodate
escalating data demands. The fog radio access network
is considered as a promising solution, but its high-per-
formance requirements limit its applicability in complex
railway communication scenarios. Some studies use dy-
namic network power allocation methods to reduce total
network costs. For example, optimizing instantaneous
power distribution of remote radio heads under multiple
Quality of Service (QoS) constraints achieves reduc-
tions in network power 1121,

Embedded systems onboard trains now require
stronger security to prevent program failures or privacy
breaches under cyberattacks. The Security Monitoring
Unit (SMU)-integrated embedded system, as a System-
on-Chip(SoC) module, ensures secure program execu-
tion and data processing, detects unauthorized instruc-
tion modifications and three types of data tampering at-
tacks, and maintains low performance cost, balancing
security and resource efficiency!'3. Beyond train control
systems, edge devices such as door control units also
face security threats. A hardware root-of-trust architec-
ture tailored for low-power edge devices was proposed,
featuring an accelerator-based SoC design. This archi-
tecture protects the execution environment integrity in
uncontrolled deployment scenarios by isolating applica-
tion software and safety-critical software states through
access policies, achieving robust protection with mini-
mal hardware cost ' To counter emerging quantum
computing threats, traditional asymmetric encryption
methods require upgrades. A post-quantum secure boot
solution was proposed and fully implemented in hard-
ware. This research employs the Extended Merkle Sig-
nature Scheme, a hash-based method, which demon-
strates competitive performance compared to fully hard-
ware-implemented Elliptic Curve Digital Signature Al-
gorithm solutions!'®!. The Train Control and Monitoring
System enhances the train efficiency and safety to some
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extent. However, as railway systems increasingly rely
on automation, control, and communication technolo-
gies, networked control systems expose them to more
cyber-physical security threats. Some studies analyzed
system vulnerabilities, discussing the direct impacts of
various attacks on functionalities and potential cascad-
ing consequences. Specifically, a systematic security
risk assessment methodology was proposed, providing a
reference for future railway security measures/'°l.

2.2 Software Layer

Software security challenges in railway communi-
cation networks arise from multiple risk factors, includ-
ing cross-platform compatibility, operating system vul-
nerabilities, software updates and maintenance, software
design, and data privacy.

TCN rely on message buses, which makes it chal-
lenging to support distributed monitoring and intelligent
fault diagnosis in complex environments. A study pro-
posed a layered ontology model integrating Ethernet/IP
protocols and common object request broker architec-
ture middleware to construct a three-tier architecture
(subsystem, carriage, and train levels). This approach
achieves structured representation and reasoning of do-
main knowledge through semantic modeling, offering
mechanisms for lifecycle management, service discov-
ery, and information aggregation to enhance fault diag-
nosis and maintenance efficiency ['”).Similarly, another
study introduced a flexible hierarchical architecture lev-
eraging Software-Defined Networking and Network
Function Virtualization for dynamic network orchestra-
tion, Multi-access Edge Computing to reduce latency for
critical services, blockchain to strengthen data security,
and Alto optimize resource scheduling and fault predic-
tion. Some studies further proposed end-to-end network
slicing schemes tailored for Ultra-Reliable Low Latency
Communication (URLLC), evolved Mobile Broadband,
and  massive  Machine-Type =~ Communication
(mMTC)!3],

With increasing demands for high availability,
scalability, and efficient hardware resource utilization in
railways, migrating safety-critical applications from
hardware platforms to cloud platforms presents a viable
solution. After comparing two widely used virtualiza-
tion technologies, KVM and Xen, the study analyzed
their suitability for meeting stringent security and real-
time requirements in railway systems. The RT-Cloud
framework, based on commercial off-the-shelf hard-
ware, enables resource sharing via virtualization to re-
duce costs and improve flexibility. Additionally, a novel
resource management layer was proposed to ensure ef-
fective resource allocation for real-time safety-critical

applications!'’l. However, the complex structure and
ambiguous boundaries of railway communication net-
works introduce security threats like information leak-
age and malicious access when cloud computing is
adopted. To address this, a zero-trust security model was
proposed, utilizing blockchain and Merkle trees to con-
struct a distributed identity storage scheme. The model
incorporates proxies for mutual authentication with
cloud servers, enhancing system security, efficiency,
and stability while preventing malicious external de-
vices from compromising safety !,

2.3 Network Layer

The traditional Global System for Mobile Com-
munica-tions — Railway(GSM-R) system, which is
based on 2G technology, suffers from inherent weak-
nesses such as outdated protocols and weak encryption.
In contrast, emerging 5G/WiFi-integrated architectures
enhance the transmission efficiency but introduce new
attack risks. A study proposed a multidimensional threat
analysis framework[?!!. This framework incorporates ad-
vanced encryption protocols, multi-factor authentication,
and network slicing as mitigation strategies. Through
threat modeling and component-level security enhance-
ments, this framework significantly improves the anti-
jamming capabilities of railway communication net-
works. To address similar opportunities and challenges,
another study adopted 5G technology as pivotal for fu-
ture railway mobile communication systems. Key 5G
features like flexible subcarrier spacing, massive MIMO,
network slicing, URLLC, and mMTC, provide solid
support for the next generation of railway industry??],

External threats like signal jamming attacks also af-
fect the train operational safety. A frequency hopping
spread spectrum-based jamming mitigation method was
investigated, demonstrating promising results in simu-
lated environments!?3 . To address the lack of decentral-
ized authentication in existing communication protocols,
a blockchain was integrated to enhance the Communica-
tion-Based Train Control (CBTC) network security?*],
Combined with partially observable markov decision
process, this approach derives an optimal adaptive con-
sensus strategy balancing network security and effi-
ciency, reducing the impact of data tampering attacks on
train operations.

Similarly, with the leveraging spread spectrum
technology, a study proposed direct sequence spread
spectrum using a cryptographically secure pseudo-ran-
dom number generator ?°1. This method transforms an
attacker’s jamming signal into Gaussian noise post-re-
ception, effectively suppressing the interference. For
Sybil attacks, a novel CBTC system was designed, inte-
grating local security authentication and collaborative
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security checks with asynchronous reinforcement learn-
ing based on the quantized age of information!?®). This
system achieves higher probabilities of Sybil attack de-
tection and defense.

For growing service demands and limited broad-
band resources in train environments, a RAN slicing-
based wireless train communication network was intro-
duced®”!. By employing joint bandwidth optimization
and terminal clustering algorithms, this architecture ef-
ficiently allocates slice bandwidth to train control ser-
vices, passenger information services, and train sensing
services, improving system performance.

Another study integrated Al with classical optimi-
zation techniques, demonstrating the effectiveness of
deep learning and game theory in joint optimization. For
instance, federated learning was utilized to balance the
bandwidth and training latency while preserving pri-
vacy!?8l. Specifically, for millimeter-wave train-ground
communication systems, researchers integrated the full-
duplex technology with onboard mobile relays to en-
hance the system capacity and performance. Thus, a
low-complexity transmission scheduling algorithm was
designed®.

The data security and privacy protection of rail-
way systems require multi-level collaborative innova-
tion. At the hardware level, security monitoring units
and post-quantum cryptographic mechanisms enhance
protection capabilities. However, scalable solutions are
urgently needed to address aging infrastructure. At the
software level, the integration of a zero-trust architec-
ture and intelligent resource management aims to bal-
ance cloud adoption needs, but the real-time perfor-
mance remains a challenge. At the network level, the
adoption of 5G integration, anti-interference technolo-
gies, and network slicing improves the communication
reliability but should meantime ensure the compatibil-
ity with legacy protocols. Future efforts should focus
on post-quantum cryptographic systems, standardized
security evaluation frameworks, and adaptive coordina-
tion mechanisms to address systemic risks posed by
quantum computing, cross-domain attacks, and hetero-
geneous network integration. These efforts will con-
tribute to building a resilient and efficient intelligent
railway security ecosystem.

3 Review of Decentralized Data
Sharing Methods

Decentralized systems can effectively address privacy
leakage issues caused by single points of failure. This
section reviews existing decentralized data security
sharing technologies and their applications.

3.1 Distributed Technologies

Distributed technologies improve the availability,
scalability, fault tolerance, and flexibility of train net-
work control systems. These benefits are achieved by
distributing tasks and data across multiple computa-
tional nodes. This approach distributes system compo-
nents across nodes, enabling collaborative operation in
distributed environments®”, Azad et al.’! designed a
hierarchical, parallel, and scalable distributed I/O sys-
tem for distributed database storage. This system inte-
grates GPU kernel acceleration with a combined BLAS
library to enable rapid algorithm development. To ad-
dress data integrity verification, Zhang et al.*? proposed
a multi-file, multi-replica batch auditing scheme. This
approach reduces storage cost while enhancing security.
The performance of metadata services significantly im-
pacts the overall distributed system performancel**. Gao
et al.B¥ introduced the first machine learning-based
DeepHash model, which preserves metadata locality and
balances loads across metadata servers. Zhang et al.[3%]
proposed a novel solution designated as SMURF to en-
able the distributed continuum caching and semantic lo-
cality-aware prefetching strategy, thereby achieving re-
liable low-latency transmission. Rapp et al.*®! proposed
the DISTREAL, a resource-aware adaptive learning
mechanism for distributed training. This approach tar-
gets heterogeneous and resource-constrained environ-
ments within machine learning-driven distributed com-
puting engines. Wang et al.’”! developed a robust dis-
tributed deep forest framework using a two-stage pre-
aggregation method to adjust class vector granularity,
accelerating task recovery with minimal system re-
sources. For intrusion detection, Liu et al.[’®! designed a
hierarchical distributed intrusion detector tailored to in-
dustrial cyber-physical systems, providing comprehen-
sive security protection by aligning with layer-specific
system architectures and attack patterns.

3.2 Blockchain Technology

To mitigate the limited encryption capabilities of
distributed technologies, blockchain enhances data se-
curity through cryptographic techniques and consensus
algorithms, ensuring transaction transparency and im-
mutability. Wu et al.*” proposed a blockchain-based at-
tribute proxy re-encryption data sharing strategy. This
strategy dynamically updates distributed key generation
methods to mitigate key leakage risks. To enhance en-
cryption/decryption security, Shalini et al.*” replaced
traditional key distribution with quantum key distribu-
tion .Zhang et al.[*!! developed a privacy-preserving data
security sharing model for blockchain-driven Industrial
Internet of Things (IloT) environments. Khan et al.[*!
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proposed a novel architecture, BDLT-IoMT, which in-
tegrates blockchain distributed ledger technology with
Support Vector Machine (SVM)-based machine learn-
ing. By embedding SVM algorithms into the blockchain
framework, the architecture enhances data classification,
resource scheduling, and node communication effi-
ciency, thereby addressing computation overhead and
scalability challenges in distributed environments. In in-
dustrial collaboration, Guo et al.*3 designed a hybrid
concurrency control protocol on a blockchain architec-
ture, resolving consistency and concurrency challenges
in heterogeneous data sharing. Yuan et al.*! introduced
CoopEdge+, a blockchain-based decentralized platform.
It addresses collaborative computation challenges in
scenarios involving untrusted edge servers.

Recent studies have explored the integration of
blockchain with trusted hardware to enhance privacy
and performance. Wang et al.* proposed a novel archi-
tecture named HybridChain, which combines block-
chain with trusted execution environments (TEEs) and
decouples computation from consensus via a hierar-
chical network structure. This design improves both the
confidentiality and performance limitations of tradi-
tional blockchain systems. Similarly, Liu et al.™¢! ad-
dressed the mismatch between on-chain and off-chain
environments by designing a cost-efficient mapping
protocol based on TEEs. Their work includes a detailed
analysis of attack resilience and provides valuable guid-
ance for future secure implementations.

In another line of research, hardware security mod-
ules (HSMs) have been utilized to ensure robustness and
trustworthiness in blockchain-based applications. Cas-
tillo et al.*"! proposed an efficient integration scheme of
HSMs with public key cryptographic algorithms and
blockchain systems, thereby establishing a trusted root
for all monitored data extraction processes.

To enhance encrypted search capabilities, Guo et
al.*® incorporated Dynamic Searchable Symmetric En-
cryption (DSSE) into blockchain systems to support for-
ward-private encrypted queries. They further introduced
a hybrid indexing mechanism to offset performance
overhead induced by DSSE. In parallel, Linoy et al.[*’)
developed a distributed computing platform supporting
smart contracts, where queries are transformed into
MapReduce tasks executed on Hadoop to improve com-
putational efficiency. Security is preserved through en-
cryption and proxy-based mechanisms. Khan et al.’%
designed a lightweight consensus mechanism based on
advanced practical Byzantine Fault Tolerance, tailored
for resource-constrained IoMT scenarios. By combining
edge computing with hybrid encryption techniques, the
framework enables lightweight authentication suitable
for low-power devices, effectively overcoming the lim-

itations of conventional blockchain systems in such en-
vironments.

3.3 Federated Learning Technology

Federated Learning (FL), emerging as a solution to
data privacy concerns, seeks to address the issue of data
warehouse. However, risks such as model inversion and
model extraction attacks continue to pose threats of data
leakage. Researchers have integrated privacy and secure
computation methods into FL. Guo et al.’! applied a
two-tier differential privacy mechanism to protect pri-
vacy in cloud-edge-device training models. Huang et
al.’? addressed the trade-off between privacy protection
and cost in FL with differential privacy by proposing a
Stackelberg game-based framework, incentivizing cli-
ent-server collaboration through reward mechanisms.
Wang et al.>3 introduced a differential privacy strategy
based on non-Gaussian noise. This method encrypts/de-
crypts local features and complicates statistical infer-
ences, thereby deterring attackers. However, these meth-
ods belong to passive defenses. Facing system-level
challenges like device heterogeneity, most synchronous
FL paradigms suffer inefficiency due to the straggler ef-
fect. Li et al.** proposed a theoretically driven multi-
stage adaptive private algorithm to balance the model
utility and privacy in differentially private asynchronous
FL. Homomorphic encryption (HE), superior in com-
plexity to differential privacy, integrates privacy protec-
tion into FL. Xu et al. ! applied HE to FL and smart
contracts, resolving privacy and trust issues in industrial
ToT. Jing et al.’% enhanced a multi-key homomorphic
encryption protocol, encrypting model updates via ag-
gregated public keys before server-side aggregation,
with improved accuracy and cost efficiency.

While distributed technologies eliminate single-
point privacy leaks, the blockchain ensures data security
through immutability and encryption. Besides, the FL
enables model training without data sharing, the semi-
open nature of train network control systems and en-
cryption performance limitations hinder the standardiza-
tion and interoperability across systems, thus restricting
the data sharing efficiency and scope. These issues de-
serve further research.

4 Review of Privacy-Preserving
Methods

Secure data sharing technologies address computa-
tional resource shortages, protect the sensitive infor-
mation, and ensure the data integrity. However, distrust
among data owners, coupled with leakage risks and con-
flicting interests, increases maintenance costs and data
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risks despite of growing sharing demands.

4.1 Privacy-Preserving Computational
Methods

Existing privacy-preserving methods are fre-
quently integrated with FL. For instance, differential pri-
vacy is commonly used to protect data by introducing
noise to raw data or model outputs. He et al.’7! applied
the local differential privacy to train clustered FL mod-
els. This approach perform model training with hetero-
geneous loT data while reducing the noise and commu-
nication cost. Ren et al.’® proposed a secure distributed
stochastic approximation method combining FL and dif-
ferential privacy, optimizing the power system perfor-
mance while preserving the privacy. Wei et al.® de-
signed a privacy-preserving FL scheme for deep learn-
ing. By integrating the secure multi-party computation
(SMPC) with differential privacy, this method prevents
data theft and mitigates risks of malicious inference
from shared global information. Despite these benefits,
computational resource constraints and algorithmic
complexity in train network control systems due to data
volume and hierarchical complexity still limit the re-
sponse speed, accuracy, and scalability.

In railway applications, decentralized data sharing
and privacy methods are widely adopted. For instance,
Zhang et al.’® combined distributed optimal control al-
gorithms with virtual platooning for real-time train unit
control. Zhang et al.[®'l proposed a blockchain-based
cloud key management system for high-speed railways,

enhancing communication security and reducing latency.

Liang et al.[?! leveraged Edge Intelligence to provide
real-time services for Urban Rail Transit , designing a
blockchain-based trust management mechanism to im-
prove learning efficiency and resource utilization. For
fault diagnosis, Qin et al.[%! proposed the enhanced FL
using wavelet packet decomposition to reduce the com-
putational costs and using SecureBoost for training local
diagnostic models. For traffic data sharing, Jiang et al.[®¥
employed the blockchain for multi-party secure collab-
oration, addressing data flow barriers in railways.
Although decentralized systems eliminate single-
point failures, use encryption to prevent leaks, reduce la-
tency, and enhance reliability, existing methods still
show shortcomings like:
® Complex data protection levels and device
heterogeneity in train networks.
®  Uncontrolled computational costs and perfor-
mance of edge devices.
® Limited focus on multi-network interactions
in railway systems.

4.2 Sensitive Data Transmission Meth-
ods

Lim et al.[ investigated threats to data integrity in
balise transmission modules. Their study focused on
challenges arising from the informatization of train-
ground communication. Using high-fidelity simulations
to study risks from data integrity attacks, a secure hybrid
train speed controller was designed, though with limited
efficiency. Vahidi et al.[ proposed a transmitter-re-
ceiver architecture for data transmission and detection in
6G communication systems between high-speed trains
and base stations. To address emerging demands for
train network informatization, Wang et al.[”! adapted
and refined a deep convolutional neural network model
(AlexNet). By enhancing network layers and learning
capabilities, their approach achieved high data transmis-
sion security without compromising prediction accuracy.
For fault diagnosis, Du et al.’®® introduced a federated
transfer learning framework for fault diagnosis. This
framework provides an effective solution for zero-shot
fault diagnosis in high-speed train bogies. Saki et al.[*"]
proposed three algorithms for optimal access point
placement to enhance wireless train-ground communi-
cation, thus improving the data transmission reliability.
To meet the increasing requirements for reliability and
latency in railway mobile data communication, Wang et
al.’% designed a parallel redundancy protocol for rail-
way wireless networks, ensuring robust data exchange
between onboard and trackside devices. While novel
wireless systems enhance the transmission speed, stabil-
ity, and security, their design complexity and high costs
often limit the functional realization.

In railway data security frameworks, Chan et al.l’!]
proposed a security deployment framework as a refer-
ence for cybersecurity testing. Luo et al.[’”?l improved
data transmission timeliness, reliability, and security by
leveraging data mining and digital mobile communica-
tion, tailored to railway operational and train-control
data characteristics. Soderi et al.”* developed a cyber-
security assessment procedure and network range-based
method to simulate and validate railway network system
security. For railway environmental monitoring, Wang
et al." introduced an energy-balanced data transmis-
sion strategy for linear wireless sensor networks, ad-
dressing real-time, energy-efficient, and robustness de-
mands. Wu et al.[”®! designed a fuzzy algorithm-based
3D laser scanning data transmission system, signifi-
cantly reducing the packet loss rates.

It is noted that existing methods rely on encryption
algorithms and intrusion detection systems to partially
ensure the security of sensitive data. Meanwhile, novel
wireless systems and data exchange technologies have
been developed to enhance the transmission efficiency.
However, due to the inherent limitations and semi-open
nature of train-ground communication networks, bal-
ancing security and efficiency remains challenging.
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Thus, achieving efficient and trustworthy transmission
of interactive data between train-ground and intra-train
network nodes remains a critical area for systematic re-
search.

5 Blockchain-Based Asymmetric
Encrypted Storage and Collabora-
tive Privacy-Preserving Compu-
ting Architecture

5.1 Blockchain-Based Data Security
Storage Mechanism

To address the traceability and tamper-proof re-
quirements of train network data, we propose a block-
chain-based secure storage mechanism. First, consider-
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ing the massive data and privacy constraints in train cou-
pling scenarios, a consortium blockchain-based network
data security architecture is designed. Building upon this
architecture, a Raft consensus algorithm tailored for
train network consortium chains is developed to enhance
consensus efficiency and support secure, high-speed
data storage. A Merkle tree based system data integrity
verification method is employed to overcome the limi-
tations of traditional data integrity verification frame-
works in handling dynamic data, thus ensuring the se-
cure and efficient storage.

Given the traceability and anti-tampering needs of
onboard PHM units and wireless transmission units, the
proposed blockchain-based data security storage archi-
tecture is illustrated in Fig 2. To meet the demands for
large-scale data storage and high-speed processing in
PHM and wireless units, the efficient Raft consensus al-
gorithm is adopted. The Merkle tree based verification
method safeguards the data security and integrity.
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Figure 2 A suggested Secure Data Storage Model based on Blockchain

5.1.1 Consortium Blockchain-Based Train
Network Data Security Architecture

First, to address the challenges of massive data
storage and cross-chain sharing in train networks, a hy-
brid on-chain/off-chain collaborative architecture is de-
signed. Since the operational data (e.g., equipment status,
fault diagnostics) generated during train operation is

enormous, directly storing all data on-chain would se-
verely decrease the blockchain efficiency or even lead
to system crashes. Thus, an off-chain distributed storage
scheme is implemented: the raw data is categorized and
stored locally on onboard cards and PHM units, while
the blockchain records only critical metadata (e.g., data
identifiers, timestamps) and the Merkle tree root hashes
for integrity verification. This design preserves tamper-

Zhang et al

10

Computing&AlConnect


https://doi.org/10.x/journal.x.x.x

2025, Vol. 2, Issue 1
doi:10.x/journal.x.x.x

SCIFINITI

PUBLISHING

®

proof nature of the blockchain while avoiding the over-
load of on-chain storage.

In train coupling scenarios, a single train’s private
chain must interact with other train chains. Heterogene-
ous data structures or divergent consensus mechanisms
across private chains bring compatibility challenges. To
resolve this issue, cross-chain smart contracts are de-
ployed to build a consortium blockchain framework:
®  Unified data exchange format standards are de-

fined to ensure semantic consistency across chains.
®  Cross-chain communication protocols are estab-

lished, specifying identity authentication rules and
encrypted transmission mechanisms.

For example, when two coupled trains need to
share bearing temperature data, the initiating chain trig-
gers a cross-chain request via smart contracts. The target
chain validates the request’s legitimacy, verifies data in-
tegrity via Merkle trees, and completes data synchroni-
zation through encrypted channels.

The core module, i.e., the cross-chain smart con-
tract, integrates multi-layered security controls. It em-
ploys a dynamic permission model to restrict access to
data of varying security levels (e.g., general operational
parameters vs. critical control commands) and utilizes
timestamp and hash verification to prevent replay at-
tacks. The consortium blockchain adopts a dynamic
leader election mechanism, automatically selecting pri-
mary nodes based on real-time computational power and
data interaction frequency, ensuring cross-chain collab-
oration stability during network fluctuations or node
failures. This design achieves efficient and secure col-
laboration among coupled trains while preserving data
traceability and privacy.

5.1.2 Raft Consensus Algorithm for Train
Network Consortium Chains

To meet the high-frequency on-chain storage de-
mands of PHM units and wireless transmission units in
train networks, the Raft algorithm is adopted to achieve
efficient distributed consistency. Compared to tradi-
tional Practical Byzantine Fault Tolerance (PBFT) algo-
rithms, the Raft significantly reduces consensus com-
plexity through simplified communication mechanisms,
making it suitable for resource-constrained onboard en-
vironments. The leader node batches and pushes log en-
tries to followers, completing data submission after con-
firmation by a majority of nodes, thereby avoiding net-
work congestion caused by full-node broadcasts. The
key mechanisms include:

® Dynamic Leader Election: Random election

timeouts (150-300 ms) enable rapid response
to node failures, e.g., electing a new leader
within 10 seconds if a PHM unit disconnects.

® Log Replication Optimization: Incremental
replication strategy transmits only differential
log entries.

® Byzantine Fault Resistance: Digital signa-
tures verify log sources to counter malicious
node data forgery.

5.1.3 Merkle Tree Based Data Integrity
Verification Method

To verify the dynamic train data efficiently, a light-
weight Merkle tree verification framework is designed.
Specifically, data streams collected by PHM units are
segmented into dynamically adjustable blocks based on
computational capacity. The hash values for each block
are computed to construct a four-layer Merkle tree.
While the root hash is stored on-chain, the complete tree
structure is retained locally for rapid verification. For
example, when verifying brake pressure data from a spe-
cific period, the corresponding root hash is retrieved
from the blockchain, and 15% of data blocks are ran-
domly sampled and rehashed. By comparing hash paths
layer-by-layer in the Merkle tree, problematic blocks are
precisely identified. Theoretically, this method signifi-
cantly improves the verification efficiency over tradi-
tional CRC checks, with negligible false positives due to
hash collisions.

5.2 Privacy-Preserving Data Sharing via
Asymmetric Encryption and Smart
Contracts

To solve the issues caused by sparse fault data from
individual devices in coupled trains, this study proposes
a collaborative solution integrating asymmetric encryp-
tion and blockchain smart contracts, enabling cross-unit
trusted data sharing through a hierarchical security ar-
chitecture.

5.2.1 Asymmetric Encryption-Driven Pri-
vate Chain Data Sharing

Based on the train network topology (with two ve-
hicle-level networks per train), PHM units and wireless
transmission units are selected as nodes to construct pri-
vate blockchains (four nodes per chain). The end-to-end
secure transmission is achieved via the asymmetric en-
cryption:
® Nodes generate RSA key pairs, with public keys
shared on-chain.
®  Senders encrypt data using the receiver’s public
key, ensuring that only authorized nodes can de-
crypt.

®  Blockchain metadata tracing verifies data prove-
nance and integrity.
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This approach enhances the multi-train collabora-
tive diagnostics in coupling scenarios and mitigates risks
of sensitive data exposure.

5.2.2 Cross-Chain Smart Contract-Based
Data Management

For secure data sharing across multiple chains in
coupled trains, a hierarchical security governance archi-
tecture (Fig 3) is proposed, comprising four dimensions:
1. Heterogeneous Chain Interoperability Protocol

Layer

As the foundational layer, its modular communica-
tion protocols enable trusted interconnections between
private chains. Asymmetric encryption tunnels establish
cross-chain channels, ensuring transmission security
aligns dynamically with source-chain policies. This re-
solves interoperability challenges in data formats and
consensus mechanisms.

2. Multi-Dimensional Security Control Layer

This layer integrates dual protection mechanisms:

® Dynamic Identity Authentication: A fine-

grained permission matrix controls data ac-
cess levels.

®  Four-Tier Data Protection: To Classify data
by sensitivity (operational parameters, fault
features, device identifiers, control com-
mands) for gradient security.
3. Smart Contract Execution Engine Layer

This layer adopts verifiable cross-chain routing
contract clusters with core functions:

®  Data routing selection.

®  Integrity checks (e.g., timestamp anti-replay

mechanisms).

State changes during execution are synchronized
across participating chains in real time.

4. Audit and Traceability Layer

This layer establishes a blockchain-based credible
audit system to record full interaction metadata. Stand-
ardized traceability APIs enable lifecycle queries for any
data item, with immutability guaranteed by BFT consen-
sus.

By vertically integrating protocol-control-execu-
tion-audit layers, this architecture constructs a full-cycle
defense system, effectively tackling replay attacks, man-
in-the-middle attacks, and other threats while maintain-
ing data security levels and ensuring transparent, con-
trollable sharing.

Core Support Layer: Cross-Chain Protocol Framework

*Interoperable Communication Protocol for Heterogeneous Private Chains

*Asymmetric Encryption Tunnel

*Bidirectional Authentication with Digital Signatures
*RBAC-Based Permission Grading Model

Hierarchical Security Policy Module

Operational

Level 1
Parameters

Fault Signatures [QESEW

Execution Layer: Smart Contract Governance

*Cross-Chain Router Contracts
*Data Validation Contracts

~d -
\—’

Level 3

Level 4

| Assurance Layer: Audit & Traceability Mechanism

*Immutable Interaction Log Chain
*Full Lifecycle Traceability API
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Figure 3 A Cross-chain Data Security Architecture Suggested for Upcoming Chinese High-speed Trains

5.3 Privacy-Preserving Computing-
Based Secure Data Sharing and Collab-
orative Processing for Train Networks

To address the challenges posed by high-volume fault
data, computational demands, and real-time require-
ments in onboard PHM units, this section proposes a pri-
vacy-preserving computing framework for secure data
sharing and collaborative processing. By optimizing the
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computational resource scheduling and leveraging idle
units to supplement underpowered PHM units, this
framework ensures normal operation while maintaining
“usable but invisible” data privacy across heterogeneous
security levels.

5.3.1 Container Virtualization Based Re-
source Optimization Scheduling

To resolve sudden computational demands in PHM
units, a hierarchical resource scheduling strategy is im-
plemented:

(1) Priority Allocation: High-security PHM boards are
prioritized for processing sensitive core data.
(2) Dynamic Expansion via Container Virtualization:
® Rcal-Time Monitoring: Track container re-
source states such as power, memory, net-
work load, and security levels.
® Resource Screening: Identify idle/low-load
containers compliant with security policies.
® Dynamic Adjustment: Optimize the task allo-
cation by adjusting CPU/memory quotas.

® Continuous Optimization: Enable dynamic

container activation/deactivation and task mi-
gration through performance monitoring.

This scheduling strategy can ensure the data secu-
rity and elastic computational resource scaling as sensi-
tive data is only processed in high-security containers.
By balancing security policies and load, a closed-loop
dynamic resource management system is formulated,

with enhanced system responsiveness to vibrating de-
mand and maximized resource efficiency.

5.3.2 Federated Learning-Based Collabora-
tive Data Processing

To address the dual challenges of insufficient com-
putational power and data privacy protection of onboard
PHM units, a collaborative computing framework is
suggested which integrates the FL and data processing.
This method achieves secure collaborative processing of
high-security-level data through a distributed machine
learning architecture, effectively resolving the conflict
in traditional centralized computing models between
sensitive data exposure risks and limited computational
scalability.

At the system architecture level (as shown in Fig 4),
each onboard PHM unit acts as a participant in federated
learning, with a localized model training mechanism.
First, the raw data are encrypted locally. Next, models
are independently trained based on the encrypted data,
and only securely encrypted model parameter updates
(e.g., gradients) are transmitted to the central aggregator.
The central aggregator constructs a global model
through aggregation strategies such as weighted averag-
ing of parameters, and the optimized model is redistrib-
uted to all participating units for iterative training. This
mechanism avoids the privacy leakage risks caused by
cross-node transmission of sensitive data.

Data Preparation
(PHM)

Local Model Training

Data Splitting Local Model Training

L

Differential Privacy
Processing

Noise
Addition

Using Differentially
Private Data

Parameter
Transmission

Perturbation
Injection

Parameter Aggregation Differential Privacy

(Aggregation Node) Protection
Parameter e .
Quantification Model Distribution

Weighted
Averaging

L

Differentially
Privacy Protected
Model

Gradient
Aggregation

Figure 4 A Suggested Collaborative Data Processing Framework based on Federated Learning for Chinese High-speed Trains

To further enhance the privacy protection, differen-
tial privacy enhancement techniques are implemented
throughout the federated learning lifecycle. In the local
training phase, the noise perturbation is injected into
model gradients, preventing the reverse engineering of
raw data from parameter updating. In the model distri-
bution phase, the global model undergoes privacy-pre-
serving processing to mitigate the model inversion at-

tack risks. With this dual-layer privacy protection archi-
tecture, the central server or malicious participants can-
not identify individual data features accurately even if
they can obtain the intermediate parameters.
®  Computational scalability: The distributed
computing framework effectively integrates
idle computational resources in the vehicular
network, avoiding the single-node computa-
tion.
® Data security: The dual privacy protection
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mechanisms ensure high-security-level data
processing ability.

® Model efficiency: The dynamic feedback

mechanism optimizes the federated learning
parameters like aggregation frequency and
noise intensity, under privacy budget con-
straints, achieving a balance between model
accuracy and convergence speed.

This solution provides an innovative paradigm for
edge computing scenarios in vehicular environments.
By performing optimization based on federated learning
and differential privacy, a scheme is achieved to balance
the privacy protection strength, computational scalabil-
ity, and model performance, enabling more secure com-
puting architectures in intelligent railway transportation
systems.

6 Conclusions and Future Per-
spectives

This paper systematically reviews the data security
and privacy protection challenges raised by modern
high-speed railway transportation systems, especially in
coupling/decoupling scenarios. We examine key ad-
vancements in decentralized storage, privacy-preserving
computing, and trusted sharing mechanisms, analyzing
security threats and mitigation strategies across hard-
ware, software, and network layers.

L] The study highlights the following main contribu-
tions: Decentralized Data Management: We ex-
plore how integrating blockchain with FL can en-
hance data traceability and privacy in railway sys-
tems. However, challenges remain in terms of in-
teroperability among heterogeneous blockchain
networks and the efficiency of consensus algo-
rithms like PBFT in large-scale scenarios.

® Evolution of Privacy-Preserving Technologies:
Techniques such as Differential Privacy and ho-
momorphic encryption significantly improve sen-
sitive data sharing security. However, challenges
such as model accuracy degradation from noise in-
jection and the need for stronger quantum-resilient
methods still require further research.

® Communication Architectures: The integration
of 5G and edge computing can improve train-
ground data transmission with low latency and
high reliability. However, issues related to data in-
tegrity and access control in semi-open networks
remain unresolved, and the deployment costs of
novel interference mitigation techniques need fur-
ther evaluation.

Future Challenges Include:

®  Heterogeneous system coordination, where diver-
gent data formats and security levels across multi-
vendor equipment decrease the cross-chain sharing
efficiency.

®  Privacy-computation trade-offs, especially in bal-
ancing encryption strength and real-time perfor-
mance on resource-constrained edge devices.

®  Slow dynamic threat response, with current intru-
sion detection systems relying on static rules and
struggling to recognize emerging attacks like ad-
versarial samples.

Potential Research issues:

®  (Quantum-resistant security architectures, focusing
on the development of post-quantum cryptography
methods for train networks and dynamic threat
awareness mechanisms.

®  Adaptive privacy-preserving frameworks, involv-
ing the integration of FL with Secure MPC to ad-
just privacy protection strength and model preci-
sion in real-time.

® Intelligent threat defense systems, leveraging fed-
erated reinforcement learning for distributed intru-
sion detection and collaborative adversarial attack
recognition.
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