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Abstract  

Quantum computing presents significant issues to the current cryptographic landscape, especially with the upcoming 

deployment of 6G networks. Traditional cryptographic algorithms, such as Rivest-Shamir-Adleman (RSA) and Elliptic 

Curve Cryptography (ECC), are vulnerable to quantum-based attacks, leading to the need for Post-Quantum Cryptog-

raphy (PQC), Quantum Key Distribution (QKD), and Satellite-based QKD solutions. This paper offers a comprehen-

sive review of these quantum-safe technologies, discussing their integration within the context of 6G networks. Key 

performance indicators (KPIs), scalability issues, and hybrid cryptographic solutions are analyzed, along with the po-

tential of Satellite-based QKD in securing global communications. The paper also explores use cases in healthcare, 

financial services, defense, and autonomous systems, evaluating future research directions and issues in scaling these 

quantum-safe technologies across industries. 
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Introduction 

The rapid development of quantum computing has be-
come a significant threat to existing cryptographic sys-
tems, especially widely used standards like Rivest-Sha-
mir-Adleman (RSA) and Elliptic Curve Cryptography 
(ECC) [1]. Quantum machines, using algorithms like 
Shor’s, can solve complex mathematical problems such 
as large number factorization and discrete logarithms [2-
4], which can break encryption systems. Similarly, 
Grover’s algorithm issues symmetric encryption methods 
like the Advanced Encryption Standard (AES) [5], signif-
icantly reducing their security. For instance, AES-128’s 
security could drop to the equivalent of 64 bits, making 

AES-256 the minimum requirement for quantum re-
sistance. In response to these looming threats, Post-Quan-
tum Cryptography (PQC) [6] has been developed to resist 
quantum attacks by utilizing techniques like lattice-based 
and hash-based cryptography [7]. Lattice-based cryptog-
raphy is founded on mathematical problems, such as the 
Shortest Vector Problem (SVP) and Learning With Errors 
(LWE), that are considered exceptionally difficult for 
quantum computers to solve. These problems are distinct 
from those that quantum algorithms can efficiently ad-
dress, and to date, no quantum algorithm has been discov-
ered that can effectively solve them. Hash-based cryptog-
raphy does not rely on number-theoretic problems. In-
stead, it depends on the security of hash functions, with 
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key properties such as preimage resistance, second 
preimage resistance, and collision resistance. The secu-
rity of these functions is based on the difficulty of revers-
ing them, a problem that remains exceptionally challeng-
ing for quantum computers. While quantum computing 
may accelerate certain attacks on hash-based signatures, 
these systems are better equipped to withstand quantum 
threats than traditional number-theoretic cryptosystems. 
As quantum computing technology progresses, hash-
based cryptography is expected to play a vital role in 
achieving post-quantum security. 
However, adopting PQC faces issues, such as larger key 
sizes and difficulties with integration into existing infra-
structure. 
The advent of 6G networks, designed to deliver ultra-re-
liable low-latency communications (URLLC), massive 
machine-type communications (mMTC), and enhanced 
mobile broadband (eMBB), increases the risks posed by 
quantum computing [8]. The overall landscape of quan-
tum threats and defense strategies pertinent to 6G is an 
active area of research [9]. Critical applications like au-
tonomous driving and telemedicine, which require real-
time communication, could be disrupted by quantum ad-
versaries, leading to severe consequences [10, 11]. Re-
cent studies also highlight that scalable and secure key 
management in QKD networks is essential to protecting 
such latency-sensitive systems against quantum threats 
[12]. Similarly, mMTC will connect numerous IoT de-
vices in environments like smart cities and logistics, but 
many lack sufficient cryptographic resources, leaving 
them vulnerable to quantum attacks [13]. Additionally, 
eMBB will enable high-speed data transmission for ap-
plications such as VR, AR, and 8K video, increasing the 
volume of sensitive data at risk [8]. Recent work high-
lights the importance of secure key management strate-
gies for these latency-sensitive environments [9], ensur-
ing the resilience of 6G infrastructures against quantum 
risks. 
Satellite-based Quantum Key Distribution (SatQKD) [14] 
adds an essential layer of quantum-safe security, particu-
larly for long-distance key exchanges. Satellites equipped 
with QKD systems can securely transmit cryptographic 
keys between ground stations [15], guaranteeing that any 
attempt to intercept the exchange is detected instantly. 
Combined with PQC, SatQKD strengthens the security of 
data transmitted over satellite communication networks, 
bolstering the security of 6G infrastructures. This tech-
nology is becoming increasingly viable, addressing key 
issues securing high-speed, long-distance communication 
networks, especially in defense, global navigation, and 
broadcasting sectors. 
PQC, QKD, and SatQKD are essential components of 
quantum-safe networks designed for 6G technology. 
These innovations aim to provide robust security against 
potential quantum computing threats, ensuring the integ-
rity and confidentiality of communications. PQC protects 

data from future cyberattacks, while QKD facilitates se-
cure key exchanges through quantum mechanics. Addi-
tionally, SatQKD extends these benefits to satellite com-
munications, enhancing security for data transmitted over 
long distances. Together, these features form a compre-
hensive security framework for advancing 6G networks. 
For more details, please refer to Table 1. 
 
Table 1: Key Features of Quantum-Safe Networks for 6G. 

Feature Description 
PQC (Post-Quantum 
Cryptography) 

Techniques for quantum-re-
sistant encryption 

QKD (Quantum Key 
Distribution) 

Secure key exchange lever-
aging quantum mechanics 

SatQKD (Satellite 
QKD) 

Long-distance QKD with 
satellite-based systems 

 
As 6G networks expand, the potential threat landscape 
grows, particularly in highly digitized sectors like energy, 
transportation, and finance. A quantum attack on critical 
infrastructure could cause severe operational disruptions 
and financial losses [16]. Additionally, the "harvest now, 
decrypt later" strategy poses a persistent threat, as en-
crypted data intercepted today could be decrypted by 
quantum computers in the future, exposing sensitive in-
formation [17]. 
In conclusion, the rise of quantum computing presents 
dual threats to both cryptographic standards and the secu-
rity of 6G networks. To mitigate these risks, industries 
must adopt quantum-resistant solutions like PQC and 
QKD, including satellite-based QKD, to ensure long-term 
data integrity, confidentiality, and security in the quantum 
era. 

Background and motivation 

A. Evolution of cryptographic threats 

The rapid evolution of cryptography has paralleled 
advancements in computational power and the com-
plexity of cyber threats. Classical cryptographic 
methods like RSA and ECC have long safeguarded 
sensitive data based on the difficulty of mathemati-
cal problems such as factoring large integers and 
solving discrete logarithms. However, the rise of 
quantum computing now threatens these systems. 
Using Shor's algorithm [3-4], Quantum computers 
can break RSA and ECC, while Grover's algorithm 
[5] can halve the security strength of symmetric en-
cryption methods like AES. As a result, crypto-
graphic standards are under pressure to adapt to 
these emerging threats. 

Recognizing this challenge, the National Institute of 
Standards and Technology (NIST) launched a Post-
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Quantum Cryptography (PQC) initiative in 2016 
[18]. This global effort aims to develop algorithms 
that resist classical and quantum attacks. As quan-
tum technology advances, replacing vulnerable 
cryptographic systems with PQC solutions is be-
coming necessary [19-21]. However, the transition 
to PQC is complex, requiring hybrid cryptographic 
models that combine classical and quantum-safe sys-
tems to ensure a smooth migration and uninterrupted 
security. Industries such as healthcare, finance, and 
defense must adopt these new cryptographic stand-
ards to avoid the potentially catastrophic conse-
quences of data breaches, financial losses, and infra-
structure failures. As quantum computing becomes 
viable, the urgency to implement these solutions will 
only grow. 

B. Post-quantum cryptography (PQC) 

PQC is specifically designed to protect against the 
emerging threat of quantum computing, which can 
potentially dismantle traditional cryptographic sys-
tems. Governments, enterprises, and researchers pri-
oritize developing PQC to ensure long-term security 
against classical and quantum attacks [6, 18-21]. 
This effort is crucial as quantum computing threat-
ens current encryption methods.  

One of the most promising approaches in PQC is lat-
tice-based cryptography, which relies on complex 
mathematical problems believed to resist quantum 
attacks [19-20, 22-23]. Lattice-based cryptography 
has become a leading solution in post-quantum cryp-
tography due to its strong resistance to classical and 
quantum attacks. The security of lattice-based meth-
ods is built on the difficulty of solving mathematical 
problems like the Shortest Vector Problem (SVP) 
and Learning with Errors (LWE) [24], which be-
come exponentially harder as dimensions increase, 
making them resistant even to quantum algorithms 
like Shor's [3-4]. This robustness positions lattice-
based cryptography as a key player in future quan-
tum-resistant encryption. Algorithms like Crypto-
graphic Suite for Algebraic Lattices (CRYSTALS)-
Kyber and CRYSTALS-Dilithium offer quantum-
safe solutions for key exchanges and digital signa-
tures. They are strong candidates for standardization 
due to their efficiency and security [25]. CRYS-
TALS-Kyber and CRYSTALS-Dilithium, two 
prominent lattice-based algorithms, are finalists in 
the standardization of NIST Post-Quantum Cryptog-
raphy (PQC). CRYSTALS-Kyber offers quantum-
resistant public key encryption and key exchange 
[19], while CRYSTALS-Dilithium offers secure 
digital signatures [20, 21]. Both rely on the LWE 

problem and are strong candidates for securing com-
munications and authentication in the post-quantum 
era. While lattice-based cryptography offers signifi-
cant advantages, key size remains a challenge. Pub-
lic keys in these schemes can be much larger than 
those in traditional cryptographic systems, posing is-
sues for storage and bandwidth, especially in con-
strained environments like IoT [26]. Additionally, 
while general performance is efficient, some appli-
cations, like homomorphic encryption, can be com-
putationally demanding, requiring further optimiza-
tion for widespread adoption. Despite these hurdles, 
lattice-based cryptography is a strong contender for 
securing critical applications in a quantum world. Its 
versatility in supporting various cryptographic prim-
itives and its proven security against quantum at-
tacks make it one of the most promising solutions for 
guaranteeing the long-term protection of sensitive 
communications and data. 

Other PQC approaches include hash-based cryptog-
raphy, which uses cryptographic hash functions to 
resist quantum threats [27]. Algorithms like XMSS 
and SPHINCS+ provide quantum-resistant digital 
signatures, though they often require larger keys and 
signatures, posing issues for deployment [28, 29]. 
Despite these drawbacks, the inherent security guar-
antees of hash-based cryptographic systems make 
them a valuable component of the PQC landscape. 
Code-based cryptography, exemplified by the 
McEliece cryptosystem [30], offers long-standing 
security but suffers from impractical public key 
sizes. Multivariate polynomial cryptography, such 
as the Rainbow signature scheme, is another area of 
PQC research [31]. While it offers computational ef-
ficiency, it faces specific vulnerabilities that limit its 
security compared to lattice- and hash-based sys-
tems. As PQC advances, striking a balance between 
security and performance remains a significant chal-
lenge, particularly in resource-limited settings such 
as the Internet of Things (IoT) [26]. 

The transition to PQC will require substantial infra-
structure changes, particularly for industries depend-
ent on public-key cryptography. Hybrid approaches 
combining classical and post-quantum systems will 
help ensure a smooth migration. As quantum com-
puting advances, the standardization efforts by NIST 
and the global community will be crucial in securing 
future communications [18].   

Case studies: real-world implemen-
tations of PQC and QKD 

A. Healthcare and telemedicine 
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In the healthcare industry, protecting patient data is 
critical, especially as the adoption of telemedicine, 
wearable health devices, and remote diagnostics 
continues to grow. Digitalizing healthcare services 
has increased the need for secure transmission and 
storage of sensitive medical data. With 6G networks 
set to enable faster and real-time communication for 
medical applications, the vulnerabilities in classical 
cryptographic systems become a significant con-
cern, particularly as quantum computing approaches 
viability. The risks posed to patient records, medical 
imaging, and telemedicine are considerable and re-
quire proactive security measures [32-34]. 

PQC offers a solution to these issues, guaranteeing 
healthcare data security even in a post-quantum 
world. Quantum-resistant encryption algorithms like 
CRYSTALS-Kyber can safeguard patient data 
stored in electronic health records (EHRs), ensuring 
secure transmission across healthcare providers [35, 
36]. As 6G networks expand, implementing PQC 
will be critical for protecting data shared between 
hospitals, insurance companies, and cloud storage 
platforms. Telemedicine, which increasingly relies 
on real-time consultations and remote monitoring, 
can benefit from hash-based cryptography like 
XMSS and SPHINCS+, guaranteeing the integrity of 
transmitted data during video consultations or ro-
botic-assisted surgeries [37,38]. 

Quantum Key Distribution (QKD) also promises to 
secure healthcare networks, particularly in protect-
ing sensitive data like genetic information or clinical 
trial results. QKD ensures that encryption keys are 
securely distributed and can detect any interception 
attempts, adding an essential layer of security for 
long-term patient data. Wearable health devices and 
the Internet of Medical Things (IoMT) also benefit 
from PQC, as these technologies generate vast 
amounts of real-time data that must be securely 
transmitted over 6G networks [39-42]. 

Incorporating quantum-safe technologies into 
healthcare systems will improve patient privacy, 
data integrity, and overall security, especially in 
light of the increasing frequency of cyberattacks tar-
geting the healthcare sector [43]. PQC and QKD will 
play a vital role in guaranteeing that healthcare pro-
viders comply with emerging security standards, 
such as those mandated by HIPAA in the United 
States, guaranteeing patient data remains secure in 
the post-quantum era [44]. 

B. Smart factory and satellite communication 

The smart factory sector is a key candidate for adopt-
ing PQC due to its growing dependence on intercon-
nected systems and real-time data exchange. Smart 
factories use IoT devices, autonomous systems, and 
data processing to optimize manufacturing opera-
tions. The security of these systems is critical to pro-
tecting against industrial espionage, intellectual 
property theft, and operational disruptions. As quan-
tum computing advances, traditional cryptographic 
systems like RSA and ECC, commonly used to se-
cure smart factory communications, will become in-
creasingly vulnerable. To protect data integrity and 
confidentiality, PQC algorithms like CRYSTALS-
Dilithium and Rainbow offer robust, quantum-re-
sistant solutions for safeguarding machine-to-ma-
chine (M2M) communications and guaranteeing the 
authenticity of software updates [45, 46]. 

Satellite communications face similar security con-
cerns, given their pivotal role in defense, telecom-
munications, and global navigation satellite systems 
(GNSS) industries. Secure satellite links are essen-
tial for transmitting sensitive information, including 
military commands, navigation data, and global 
communications [47]. Quantum computing poses a 
significant threat to the cryptographic protocols safe-
guarding these transmissions, raising the risk of 
eavesdropping or unauthorized access. Integrating 
PQC into satellite communication systems can en-
sure data integrity and prevent attackers from inter-
cepting or manipulating satellite transmissions. Fur-
thermore, PQC will be crucial for securing sensitive 
satellite payloads, such as surveillance and weather 
data [48]. 

QKD also holds significant potential in satellite 
communications by securing cryptographic key ex-
changes between ground stations and satellites [49]. 
QKD can detect any attempts to intercept or manip-
ulate the key exchange, providing robust protection 
for critical communications, particularly for govern-
ment and military applications. When used with 
PQC, QKD ensures the secure transmission of satel-
lite control commands, making these systems resili-
ent despite future quantum threats [50]. 

Both smart factories and satellite communications 
face long-term issues related to data security, partic-
ularly in the context of "harvest now, decrypt later" 
strategies. Malicious actors may intercept encrypted 
data today to decrypt it when quantum computers be-
come more powerful. Adopting quantum-safe cryp-
tographic solutions will mitigate these risks and en-
sure compliance with future security standards. 

 Methods
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A. Combining PQC with symmetric cryptog-
raphy 

While PQC offers a long-term solution to quantum 
attacks, a hybrid approach combining PQC with tra-
ditional symmetric encryption like AES-256 pro-
vides an efficient and practical solution during the 
transition period before quantum computers fully 
mature. This hybrid model capitalizes on the 
strengths of both quantum-resistant public key cryp-
tography and the proven security of symmetric en-
cryption systems [51, 52]. AES-256, even in the face 
of Grover's algorithm, remains secure due to its re-
silience against quantum attacks, reducing 256-bit 
security to 128-bit, which is still strong by modern 
standards [53]. By integrating PQC for key ex-
change, using algorithms like CRYSTALS-Kyber or 
NTRUEncrypt, and AES-256 for data encryption, 
organizations can deploy quantum-safe solutions 
without overhauling their existing infrastructure 
[54]. This approach allows for immediate security 
while leveraging the efficiency of symmetric en-
cryption, particularly in bandwidth-limited or re-
source-constrained environments such as IoT de-
vices. 

The hybrid approach also addresses concerns regard-
ing the larger key sizes associated with many PQC 
algorithms. While PQC is ideal for secure key ex-
changes, its larger keys can introduce latency in ap-
plications requiring frequent exchanges. By relying 
on AES-256 for data encryption, organizations can 
minimize performance issues while maintaining 
quantum resistance. This strategy is particularly 
suited for high-security environments like govern-
ment, finance, and defense, where maintaining con-
fidentiality and integrity is paramount. Combining 
PQC with AES-256 allows these sectors to take pro-
active steps toward quantum safety while preserving 
the performance and security of their current opera-
tions. 

B. DEPLOYING PQC IN EDGE COMPU-
TING, SMART FACTORY, AND SATEL-
LITE COMMUNICATION 

In increasingly decentralized and data-reliant envi-
ronments like edge computing, smart factories, and 
satellite communications, deploying PQC is essen-
tial to safeguard sensitive transmissions against 
emerging quantum threats [55-59]. These systems, 
which depend on real-time processing, encounter 
specific security challenges as quantum computing 
evolves, potentially undermining traditional crypto-
graphic algorithms like RSA and ECC. PQC pro-
vides quantum-resistant solutions to secure data 

transmission and processing within these domains. 

One of the primary issues for adopting PQC in edge 
computing, smart factories, and satellite communi-
cations is the limited computational capacity of de-
vices. Many IoT and industrial systems operate with 
constrained memory and processing power, making 
implementing larger PQC keys and computationally 
intensive processes complex. Efforts are ongoing to 
develop lightweight PQC implementations, guaran-
teeing that devices with minimal resources can ben-
efit from quantum-safe encryption while maintain-
ing efficiency [56]. 

Despite these issues, PQC is critical for protecting 
communications in smart factories, which rely heav-
ily on secure machine-to-machine (M2M) commu-
nications to optimize manufacturing processes [57]. 
Integrating PQC into satellite communications is 
equally crucial, as it ensures the integrity of data re-
layed between satellites and ground stations, pre-
venting quantum-enabled eavesdropping and inter-
ference in vital communications like military and 
global positioning systems. 

1) Edge computing 

In edge computing, data is processed closer to the 
source, such as IoT devices, sensors, and local 
nodes, which reduces latency and enhances real-time 
decision-making [55]. However, this decentralized 
approach introduces multiple security vulnerabili-
ties, as data needs to be protected at various points 
throughout the network. PQC algorithms, like lat-
tice-based CRYSTALS-Kyber, can be integrated 
into these devices to secure key exchanges and en-
cryption while optimizing real-time decision-mak-
ing. These quantum-resistant algorithms are well-
suited for resource-constrained environments, ensur-
ing data remains protected from quantum attacks 
without compromising performance. To address the 
limited processing power of edge devices, light-
weight PQC implementations are being developed, 
enabling efficient operation while providing robust 
security against quantum threats. 

2) Smart factory 

In smart factories, interconnected IoT devices and 
automated control systems drive operations, making 
the security of machine-to-machine (M2M) commu-
nications crucial [26, 56-57]. PQC offers quantum-
resistant protection to secure industrial control sys-
tems, safeguarding production processes, intellec-
tual property, and operational data from future quan-
tum-enabled cyberattacks. Smart factories rely on 
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low-latency, high-speed data transmission to opti-
mize manufacturing processes. PQC can be inte-
grated into these systems to maintain data integrity 
and protect against tampering or unauthorized ac-
cess. Using PQC ensures that real-time commands 
and sensitive information remain secure, even as the 
number of connected devices in smart factories 
grows. 

2) Satellite communication 

In satellite communication, security is paramount 
due to the global nature of data transmission, partic-
ularly for critical services like military communica-
tions, navigation systems, and international broad-
casting. PQC can be implemented to protect satellite 
communications from quantum threats, guarantee-
ing that sensitive data exchanged between ground 
stations and satellites remains secure [58]. QKD is 
also being explored for satellite systems to enhance 
cryptographic key exchanges, allowing immediate 
detection of any attempts to intercept or tamper with 
transmissions. Recent developments in SatQKD 
make it possible to integrate QKD with PQC, creat-
ing a more resilient and secure satellite communica-
tion framework for the future [59]. 

Current developments in quan-
tum-safe networks (QSN) within 
GSMA, NGMN, and 3GPP 

As quantum computing advances, it poses signifi-
cant threats to current cryptographic algorithms, 
foundational to secure telecommunications. In re-
sponse, key global organizations, including GSMA, 
and the Next Generation Mobile Networks (NGMN) 
Alliance, and the 3rd Generation Partnership Project 
(3GPP) are actively engaged in developing quan-
tum-safe networks (QSN) to ensure the security and 
resilience of future communication systems, partic-
ularly 5G and beyond. These organizations are in-
vestigating quantum-resistant cryptographic algo-
rithms, transitioning to 256-bit security, and explor-
ing QKD as part of their strategies to mitigate the 
risks posed by quantum computing. 

A. GSMA's vision for quantum-safe networks 

The GSMA, as the principal association overseeing 
the global ecosystem of mobile network operators, 
has taken decisive action to steer the telecommuni-
cations industry toward robust quantum-safe net-
works. Recognizing the impending challenges quan-
tum computing poses to current cryptographic sys-

tems, the GSMA introduced its Post-Quantum Cryp-
tography (PQC) Guidelines in 2024. These guide-
lines represent a foundational step in equipping the 
telecommunications sector to transition to quantum-
resistant cryptographic algorithms, aiming to miti-
gate the risks associated with emerging quantum 
threats [52, 60]. 

1) Preparing the industry for quantum threats 

The guidelines emphasize preparing for quantum 
computing's impact on cryptography by evaluating 
existing systems comprehensively. Key preparatory 
measures include conducting a detailed crypto-
graphic inventory to identify vulnerabilities, such as 
algorithms susceptible to quantum attacks. Further-
more, operators are encouraged to adopt migration 
strategies that underscore crypto-agility—the capac-
ity to switch seamlessly between cryptographic pro-
tocols as post-quantum algorithms mature. This ag-
ile approach ensures resilience and adaptability in 
technological evolution [52, 60]. 

 

Figure 1: SM-DP/SM-SR/eUICC Channel [52] 

Remote SIM provisioning, particularly in the M2M 
context (GSMA SGP.02 referenced in [52]), in-
volves secure channels between the Subscription 
Manager Data Preparation (SM-DP), the Subscrip-
tion Manager Secure Routing (SM-SR), and the em-
bedded Universal Integrated Circuit Card (eUICC), 
as shown in Figure 1. SCP03/SCP03t logical chan-
nels are established through SM-SR, with SCP80/81 
channels used between SM-SR and eUICC [52]. 

 

Figure 2: SM-DP+/Device Channel [52] 

In the consumer specifications (GSMA SGP.22 also 
discussed in [52]), the architecture evolves,  replac-
ing the SM-SR with an enhanced Subscription Man-
ager Data Preparation (SM-DP+), securing channels 
with TLS and Diffie-Hellman key exchange, as il-
lustrated in Figure 2 [52]. The SM-DP+ and the De-
vice channel is secured using TLS with ECDHE key 
exchange and ECDSA or RSA signatures. Profile 
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protection uses keys derived from Diffie-Hellman 
key exchange between the SM-DP+ and the eUICC. 

2) Hybrid cryptographic schemes for transitional se-
curity 

A cornerstone of the GSMA's recommendations is 
the adoption of hybrid cryptographic schemes during 
the transition to full quantum resistance. These hy-
brid approaches integrate existing algorithms, like 
RSA and ECC, with post-quantum cryptographic so-
lutions, creating a dual-layered security architecture. 
This method not only preserves operational integrity 
but also provides redundancy against quantum 
threats, ensuring that data remains secure even as 
quantum capabilities evolve. The GSMA advocates 
for active participation in standardization efforts led 
by organizations like NIST, which is spearheading 
the global initiative to standardize quantum-resistant 
algorithms [60, 61]. 

3) Addressing integration challenges and ensuring 
performance 

The GSMA acknowledges the operational chal-
lenges of integrating PQC into existing network ar-
chitectures. These challenges include potential la-
tency and processing overheads introduced by the 
computational demands of quantum-safe algorithms. 
The guidelines recommend meticulous planning and 
extensive testing to evaluate the impact of these 
changes on performance, particularly for latency-
sensitive applications like 5G services. This proac-
tive approach maintains service quality and user ex-
perience while transitioning to quantum-safe infra-
structures [52, 60]. 

4) Collaboration with international standards bodies 

Central to the GSMA's strategy is fostering collabo-
ration with global standardization entities. Active 
engagement with NIST, the European Telecommu-
nications Standards Institute (ETSI), and the Inter-
national Telecommunication Union (ITU) ensures 
that the telecommunications industry aligns with 
globally recognized cryptographic standards. This 
alignment facilitates the seamless implementation of 
PQC across diverse ecosystems and supports the de-
velopment of interoperable solutions critical for the 
global telecom sector's sustainability [15, 52]. 

5) Advancing cryptographic innovation 

The GSMA underscores the importance of advanc-
ing cryptographic research and innovation. Telecom 
operators are encouraged to participate in research 

initiatives and support open-source projects on quan-
tum-resistant solutions. This involvement acceler-
ates the development of practical PQC algorithms 
and enhances the industry's capability to address the 
quantum threat comprehensively. By fostering a cul-
ture of innovation, the GSMA aims to equip telecom 
stakeholders with the tools and expertise needed for 
a secure quantum future [52, 60]. 

6) Ensuring long-term cryptographic security 

The GSMA recommends adopting long-term strate-
gies beyond immediate challenges to sustain security 
in a quantum-enabled world. This includes imple-
menting quantum-safe Public Key Infrastructure 
(PKI) and upgrading systems for secure key man-
agement. The guidelines also emphasize the critical 
need for telecom operators to develop in-house ex-
pertise in quantum-safe cryptography, ensuring their 
teams can navigate the complexities of this trans-
formative period with confidence and agility [15, 
52]. 

The GSMA's proactive measures, as outlined in its 
2024 PQC guidelines, serve as a pivotal framework 
for the telecommunications sector's journey toward 
quantum safety. Through a combination of hybrid 
cryptographic schemes, active collaboration with 
standards bodies, and a commitment to innovation, 
the GSMA equips network operators to safeguard 
their infrastructures against emerging quantum 
threats. By integrating these measures into their op-
erations, telecom stakeholders can ensure that their 
networks remain resilient, secure, and capable of de-
livering uninterrupted services in the quantum era 
[52, 60]. 

C. NGMN's vision for quantum-safe networks 

The Next Generation Mobile Networks (NGMN) 
Alliance, recognized as a strategic thought leader in 
the global evolution of mobile networks, has priori-
tized quantum-safe cryptography as a cornerstone of 
its roadmap for developing 6G technologies. 
Through its publication, “6G Requirements and De-
sign Considerations,” NGMN has underscored the 
necessity for advanced, future-resilient security 
measures to counter the imminent challenges posed 
by quantum computing. These measures are de-
signed to ensure that next-generation communica-
tion infrastructures remain secure and adaptable as 
quantum threats emerge, emphasizing integrating 
quantum-safe cryptography and Quantum Key Dis-
tribution (QKD) as essential components of long-
term security frameworks for 6G networks [62, 64]. 
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1) Vision for quantum-resilient networks in 6g 

NGMN’s vision for 6G extends beyond individual 
user security, encompassing safeguarding industrial 
applications and critical infrastructure. The Alliance 
emphasizes that sectors like healthcare, finance, and 
manufacturing, which rely heavily on digital trans-
formation, will necessitate robust quantum-safe 
mechanisms to protect sensitive data and ensure op-
erational integrity. As these industries adopt 5G and 
transition toward 6G, the importance of quantum-re-
silient networks becomes increasingly pronounced 
[63, 64]. 

2) Seamless transition and architectural integration 

Central to NGMN’s approach is the seamless inte-
gration of quantum-resistant algorithms into existing 
network protocols. The Alliance has called for de-
veloping adaptable security architectures supporting 
hybrid cryptographic models that combine tradi-
tional and quantum-resistant algorithms. This ap-
proach enhances the resilience of transitional secu-
rity systems and ensures interoperability and scala-
bility across various network deployments. Addi-
tionally, NGMN advocates for early-stage planning 
to address the potential latency and computational 
overheads associated with post-quantum cryptog-
raphy. This strategy involves extensive testing and 
validation to maintain high-performance levels, par-
ticularly for latency-sensitive applications such as 
autonomous systems and real-time industrial opera-
tions [63, 64]. 

3) Collaborative ecosystem for standardization 

Recognizing the importance of global standards, 
NGMN promotes collaboration among network op-
erators, equipment manufacturers, and regulatory 
authorities to establish a unified approach to quan-
tum-safe cryptographic standards. NGMN seeks to 
prevent fragmentation within the telecom ecosystem 
by fostering international cooperation and ensuring 
consistency and interoperability in security proto-
cols across regions. This effort aligns with ongoing 
standardization initiatives, including those spear-
headed by ETSI and ITU, contributing to the global 
adoption of quantum-safe practices [63,  64]. 

4) Future directions in trust and security 

Beyond immediate measures, NGMN’s focus in-
cludes fostering innovation in cryptographic tech-
nologies to address evolving quantum threats. This 
involves leveraging advances in secure key manage-

ment and developing resilient Public Key Infrastruc-
ture (PKI) systems optimized for post-quantum en-
vironments. Furthermore, the Alliance emphasizes 
the need for continuous industry engagement to re-
fine and adapt these frameworks, ensuring that 6G 
networks can dynamically respond to emerging chal-
lenges while maintaining robust trust mechanisms 
[23, 64]. 

NGMN’s commitment to quantum-safe cryptog-
raphy is pivotal in shaping the security paradigms of 
6G networks. By integrating advanced crypto-
graphic solutions, fostering international collabora-
tion, and emphasizing future-proof security 
measures, the Alliance is laying the groundwork for 
a resilient and secure telecommunications infrastruc-
ture. These efforts address the quantum computing 
challenge and contribute to the broader objectives of 
creating a trustworthy, inclusive, and sustainable 
digital ecosystem for the future [23, 64]. 

D. 3GPP’s evolution in standardizing quantum-safe 
networks 

The evolution of quantum computing has introduced 
significant challenges for the telecommunications 
industry, particularly in maintaining the robustness 
of cryptographic mechanisms that underpin network 
security. Within the 3rd Generation Partnership Pro-
ject (3GPP), there has been a growing recognition of 
the necessity to prepare for the potential vulnerabil-
ities introduced by quantum computers. These vul-
nerabilities arise from quantum computing's ability 
to undermine the mathematical foundations of many 
widely used encryption techniques. As a result, 
3GPP has intensified its focus on creating quantum-
safe networks, ensuring that the communications in-
frastructure remains resilient in the face of these 
emerging threats. This focus is reflected in several 
pivotal technical reports and documents highlighting 
3GPP’s ongoing efforts to transition the telecommu-
nications ecosystem toward quantum-resistant secu-
rity models [60, 62]. 

A cornerstone of 3GPP’s strategy is migrating from 
128-bit to 256-bit cryptographic keys for encryption 
and integrity protection. This shift is driven by the 
vulnerabilities of quantum algorithms such as 
Grover's and Shor's. Grover's algorithm, which pro-
vides a quadratic speedup in brute-force attacks on 
symmetric cryptography, effectively reduces the se-
curity strength of a 128-bit key to the equivalent of 
a 64-bit key, making it significantly easier for attack-
ers to breach. Consequently, transitioning to 256-bit 
keys mitigates this risk by ensuring that the effective 
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security strength remains robust against such quan-
tum-enhanced attacks. Meanwhile, Shor's algorithm 
represents a more profound threat to public-key 
cryptography, rendering commonly used algorithms 
like RSA (Rivest-Shamir-Adleman) and ECC (Ellip-
tic Curve Cryptography) ineffective. To address this, 
3GPP is exploring post-quantum cryptographic 
(PQC) algorithms that are not susceptible to Shor's 
algorithm [61, 62]. 

The transition to quantum-safe cryptographic stand-
ards also involves addressing several practical chal-
lenges. One of these challenges is ensuring back-
ward compatibility. This is critical because a com-
plete overhaul of network infrastructure to support 
256-bit cryptography exclusively is impractical in 
the short term. 3GPP is developing mechanisms to 
coexist with 128-bit and 256-bit cryptographic sys-
tems to address this. This approach allows legacy 
systems to operate alongside upgraded systems, en-
suring a gradual and seamless transition without dis-
rupting existing network operations or compromis-
ing security [61, 62]. 

Another critical area of focus within 3GPP’s quan-
tum-safe strategy is the enhancement of key man-
agement and algorithm negotiation protocols. The 
increasing complexity of cryptographic operations 
in a post-quantum era requires robust frameworks to 
manage the lifecycle of cryptographic keys. 3GPP 
working groups are actively studying how to adapt 
current protocols, such as Authentication and Key 
Agreement (AKA), to accommodate quantum-re-
sistant cryptography. This involves ensuring that 
AKA and related mechanisms can support new algo-
rithms while maintaining interoperability across di-
verse network components [60, 61], reflecting 
broader trends toward integrating quantum-safe so-
lutions into modern security architectures for future 
networks [12]. 

Moreover, 3GPP has closely monitored develop-
ments in the broader cryptographic research commu-
nity, including initiatives led by organizations such 
as the National Institute of Standards and Technol-
ogy (NIST). NIST’s ongoing efforts to standardize 
PQC algorithms provide valuable insights for 3GPP. 
By aligning its cryptographic transition timeline 
with these developments, 3GPP aims to adopt ma-
ture and well-tested PQC solutions in its future net-
work standards, such as those envisioned for 6G. 
This alignment ensures that 3GPP’s quantum-safe 
measures are built on a foundation of global consen-
sus and technical rigor [60, 61]. 

In addition to addressing cryptographic vulnerabili-
ties, 3GPP is examining the implications of quan-
tum-safe security for other aspects of network archi-
tecture. For example, post-quantum algorithms typi-
cally require larger key sizes and more computa-
tional resources, impacting network performance 
and latency. 3GPP is exploring optimized imple-
mentation strategies to mitigate these impacts, in-
cluding hardware acceleration and hybrid crypto-
graphic approaches. These approaches combine tra-
ditional and post-quantum algorithms to balance se-
curity and efficiency during the transition period 
[61,62]. 

In summary, 3GPP’s evolution toward quantum-safe 
networks reflects its proactive approach to address-
ing the challenges posed by quantum computing. By 
prioritizing the transition to 256-bit keys, integrating 
post-quantum algorithms, ensuring backward com-
patibility, and adapting key management protocols, 
3GPP is laying the groundwork for a secure telecom-
munications future. These efforts are integral to safe-
guarding the integrity, confidentiality, and availabil-
ity of communications networks in an era increas-
ingly shaped by quantum advancements. Through 
continued collaboration with global standards bodies 
and cryptographic experts, 3GPP remains at the fore-
front of building a resilient and future-proof commu-
nications infrastructure [60, 62]. 

E. Summary 

The collaborative efforts of GSMA, NGMN, and 
3GPP reflect a proactive approach to the security 
challenges posed by quantum computing. These or-
ganizations are laying the groundwork for quantum-
safe networks by transitioning to 256-bit crypto-
graphic algorithms, developing hybrid crypto-
graphic schemes, and exploring Quantum Key Dis-
tribution. As quantum computing continues to 
evolve, the telecom industry must stay ahead of po-
tential threats by adopting quantum-safe crypto-
graphic measures that ensure the security and resili-
ence of future communication systems, from 5G to 
6G and beyond. 

 

Enabling quantum-safe network 
(QSN) for 6G: migration and per-
formance considerations in 3GPP 

As quantum computing technology advances, it poses a 
significant threat to classical cryptographic algorithms 
that form the backbone of current communication net-
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works. Introducing a Quantum-Safe Network in 6G is es-
sential to protect against these emerging threats. This sec-
tion addresses the system and operational aspects of ena-
bling a Quantum-Safe Network [12, 65]. 

A. Migration to quantum-safe network 

The transition from a Legacy Security Network to a 
Quantum-Safe Network presents several issues, including 
the compatibility between the 3GPP and PQC protocols 
and the impact on Network Operations. 

1) Interworking with Earlier 3GPP Systems: Ensuring 
compatibility between existing 3GPP systems and new 
PQC protocols is crucial. This includes developing seam-
less migration paths that allow for a phased deployment 
of PQC algorithms without disrupting ongoing services. 
Strategies must be established for managing interworking 
scenarios where devices and networks use different cryp-
tographic generations. 

2) Impact on Network Operations: PQC will impact vari-
ous network operations, including key management, au-
thentication processes, and data encryption. These opera-
tions will require more computational resources, which 
could affect network latency and performance. Evaluat-
ing and optimizing these processes is necessary to mini-
mize any negative impact on user experience. 

B. Performance considerations 

Enabling a Quantum-Safe Network for 6G networks in-
troduces significant performance issues: 

1) Increased Computational Complexity: PQC algo-
rithms, particularly those for key exchange and digital 
signatures, are generally more computationally intensive 
than classical algorithms. This increased complexity can 
lead to longer processing times, potentially affecting 
overall network performance, especially in low-latency 
scenarios. 

2) Larger Key Sizes: PQC typically requires larger key 
sizes to ensure quantum resistance, which can increase 
the bandwidth needed for secure communications. This 
may impact network efficiency, particularly in band-
width-constrained environments. Therefore, strategies to 
manage and optimize bandwidth usage in PQC scenarios 
are essential. 

3) Energy Consumption: The higher computational de-
mands of PQC algorithms are likely to result in increased 
energy consumption, particularly for mobile and IoT de-
vices. Designing energy-efficient PQC solutions that do 
not significantly reduce battery life is crucial. 

4) Increased Latency: The initial handshake and authen-
tication processes, critical for establishing secure connec-
tions, may take longer due to the increased computational 
complexity and larger key sizes associated with PQC. 
This could introduce additional latency, affecting appli-
cations that rely on URLLC, a key feature of 5G TSN. 
The variability in processing times for PQC operations 
can introduce jitter and affect the determinism of network 
communications, which is critical for many TSN applica-
tions. Ensuring consistent and predictable network per-
formance becomes more challenging with introducing 
PQC. 

C. Security and privacy 

Quantum Safe Network aims to protect the network 
against quantum attacks, but it also introduces new secu-
rity and privacy considerations: 

1) Security of Key Management: The security of key 
management processes must be maintained, even as PQC 
is introduced. This includes guaranteeing that the keys 
used in PQC are generated, distributed, and stored se-
curely, with robust protections against classical and quan-
tum attacks. 

2) Privacy Implications: As PQC is implemented, evalu-
ating and addressing any potential impacts on user pri-
vacy is essential. This includes guaranteeing that the en-
cryption methods used in PQC do not inadvertently ex-
pose sensitive user information or weaken existing pri-
vacy protections.In PQC, do not inadvertently expose 
sensitive user information or weaken existing privacy 
protections. 

D. Integration into existing infrastructure 

Enabling a Quantum-Safe Network for 6G infrastructure 
requires careful planning and execution: 

1) Hardware and Software Upgrades: Network infrastruc-
ture, including hardware and software components, must 
be upgraded to enable a Quantum-Safe Network. This in-
cludes updating cryptographic modules, guaranteeing 
compatibility with PQC algorithms, and optimizing net-
work devices to handle the increased computational load. 

2) Testing and Validation: Extensive testing and valida-
tion are required to ensure that PQC implementations are 
secure and efficient. This includes testing PQC algo-
rithms under various network conditions, evaluating their 
impact on performance, and guaranteeing that they meet 
the required security standards. 

E. Summary 
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Enabling a Quantum-Safe Network is a critical step in fu-
ture-proofing our communication systems against quan-
tum threats. By addressing the system and operational as-
pects outlined in this section, we can ensure that 6G net-
works remain secure, resilient, and capable of meeting the 
demands of a quantum-safe future. 

Results and Discussion 

As quantum computing advances, it poses significant 
threats to classical cryptographic systems, especially in 
the context of critical 6G applications. The rising threat 
of quantum computing to cryptographic systems like 
RSA and ECC necessitates the integration of Post-Quan-
tum Cryptography (PQC) and Quantum Key Distribution 
(QKD) into 6G networks. These innovations are crucial 
for protecting user identities, authentication mechanisms, 
and encrypted communications in the face of quantum-
enabled threats [1, 2]. 

A. Use case: PQC for 6G networks 

The rising threat of quantum computing to cryptographic 
systems like RSA and ECC necessitates the integration of 
PQC into 6G networks. This use case addresses the pro-
tection of user identities, authentication mechanisms, and 
encrypted communications in the face of quantum-ena-
bled threats. [65] 

Pre-condition: A 6G user, Sarah Connor, subscribes to a 
service provided by SkyNet Telecom. Her subscription 
concealed identifier (SUCI) is generated using the Elliptic 
Curve Integrated Encryption Scheme (ECIES) with the 
Home Network public key [66]. However, quantum com-
puters can break the Diffie-Hellman key exchange, leav-
ing Sarah’s SUCI vulnerable to decryption by quantum 
algorithms such as Shor's [67]. Figure 3 provides an over-
view of cryptographic applications in 5G systems and 
their transformation with quantum-safe mechanisms. 

 
Figure 3: Application scenario of cryptographic algo-
rithms for 5G system [70]. 

Attack Scenario: Using quantum computers, a hacker 
group intercepts and decrypts Sarah’s SUCI through a 
technique called "SUCI Catcher [69]." They then track 
her location in real-time, compromising her privacy and 
security. Figure 4 highlights an example of quantum at-
tacks targeting User Equipment (UE) and network infra-
structure. 

 

Figure 4: An example of quantum attacks to the UE and 
the mobile network [70]. 

Mitigation Strategy Using PQC: Upon detecting the risk 
of quantum attacks, the operator integrates PQC algo-
rithms such as lattice-based cryptography (e.g., CRYS-
TALS-Kyber and CRYSTALS-Dilithium) [7, 25]. These 
algorithms resist quantum attacks, ensuring secure key 
exchanges and user identity protection.  

Performance Considerations: While PQC algorithms in-
troduce larger key sizes and additional latency, 6G net-
works optimize these processes using hybrid crypto-
graphic models combining AES-256 for data encryption 
and PQC for key exchanges [5]. 

Post-condition: The network now supports Post-Quantum 
Cryptography, safeguarding sensitive data, user identi-
ties, and session keys from quantum-enabled threats. This 
ensures robust security without major disruptions to ser-
vice continuity. 

B. Use case: QKD for industrial 6G networks 

QKD is implemented to secure time-sensitive industrial 
applications in 6G networks. This use case explores the 
protection of critical operations in a smart factory, where 
real-time control is vital for maintaining operational effi-
ciency and safety [65]. 

Pre-condition: John Connor’s additive manufacturing fa-
cility relies on 5G TSN for controlling 3D printing pro-
cesses. The manufacturing of life-critical parts (e.g., med-
ical devices and aerospace components) requires ultra-
low latency and high reliability. Classical encryption 
methods such as RSA, used in the current TSN system, 
are vulnerable to quantum attacks. 

Attack Scenario: A quantum attacker intercepts and de-
crypts the network’s communications, using quantum 
computing to insert malicious commands that alter the di-
mensions or material properties of the parts being pro-
duced. This poses catastrophic risks to the quality of the 
manufactured components. 

Mitigation Strategy Using QKD: (1) Quantum-Safe Com-
munications: The factory implements a SatQKD system. 
QKD ensures secure key exchanges between ground sta-
tions and the satellite, detecting interception attempts. (2) 
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Secure Manufacturing Process: The quantum keys gener-
ated via QKD are integrated into the factory’s 6G TSN 
system, securing all communication channels and pre-
venting malicious data insertion. 

Performance Considerations: (1) Latency and Jitter: Alt-
hough QKD introduces minor latency due to its high com-
putational demands, it offers superior security with real-
time key distribution, making it suitable for industrial ap-
plications requiring security and low latency [68]. (2) Op-
erational Resilience: The smart factory continues to oper-
ate efficiently, with quantum-safe measures guaranteeing 
that life-critical parts are manufactured without risk of 
tampering. 

Post-condition: The facility successfully mitigates the 
quantum attack, securing its 6G TSN system with QKD. 
This demonstrates the importance of QKD in protecting 
real-time industrial processes in 6G networks from quan-
tum threats. 

C. Summary 

These 6G use cases for the 3rd Generation Partnership 
Project highlight the integration of quantum-safe technol-
ogies like PQC and QKD in protecting personal and in-
dustrial data from quantum-enabled threats. The need for 
robust quantum-resistant solutions becomes critical as 6G 
networks expand to include URLLC, mMTC, and eMBB 
applications. These use cases emphasize performance 
trade-offs, security enhancements, and the necessity for 
hybrid cryptographic models to achieve quantum-safe 6G 
networks. 

Conclusions 

As quantum computing advances, safeguarding 6G net-
works requires a multi-faceted strategy incorporating 
PQC, QKD, and SatQKD. These technologies provide es-
sential layers of security to counter the increasing threat 
posed by quantum computers to traditional cryptographic 
systems. PQC offers quantum-resistant encryption, while 
hybrid cryptographic approaches combine PQC with 
symmetric encryption, such as AES-256, to create imme-
diate and long-term security solutions. QKD secures key 
distribution with quantum-level protection, and SatQKD 
extends this security to global communications via satel-
lite systems. 
The transition to these quantum-safe technologies faces 
several issues. Standardization is critical for the global 
adoption of PQC and QKD, and efforts such as the NIST 
PQC standardization initiative aim to establish global 
cryptographic standards. Scalability and integration into 
existing systems are also necessary to ensure that quan-
tum-safe communication networks are practical and effi-

cient on a large scale. Quantum repeaters and satellite in-
frastructure developments will play a vital role in over-
coming these issues and guaranteeing that quantum-safe 
solutions are globally available. 
A secure, quantum-resistant internet will require interna-
tional cooperation across industries and borders. By inte-
grating PQC, QKD, and SatQKD into the core infrastruc-
ture of 6G networks, industries can protect against quan-
tum computing threats, guaranteeing the long-term secu-
rity and confidentiality of global communications. 
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