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Abstract

The manufacturing industry is at the forefront of a digital transformation that promises significant enhancements in
product and service quality. However, this technological shift also raises concerns about data security and information
protection. In response to these challenges, a research study was conducted to investigate cybersecurity incidents in
manufacturers and assess the effectiveness of the Zero-Trust Architecture (ZTA) as a solution. The primary objectives
of this research were to: examine the growing concern for cybersecurity breaches in manufacturers, analyze the vul-
nerabilities of manufacturing institutions and their impact on security, evaluate the potential of ZTA as a solution to
mitigate these risks. To achieve these objectives, a mixed-methods approach was employed. Interviews and surveys
were used to gather data from key stakeholders, including manufacturer executives and employees. The results revealed
several significant insights into cyber threats in the manufacturing sector. These included: the prevalence of various
types of cybersecurity incidents, the risk posed by employee practices and human error, and the preparedness of man-
ufacturers in managing and recovering from breaches Notably, the study highlighted specific attacks associated with
manufacturers, such as financial operations via ATM skimming and email phishing attacks. Key takeaways from this
research include: ZTA can provide a robust solution to mitigate cybersecurity risks in the manufacturing industry,
financial management via ATM skimming is a significant threat to manufacturer security, and phishing attacks are also
prevalent and pose a risk to manufacturer customers. Overall, this study provides valuable insights into the challenges
facing manufacturers in protecting themselves against cyber threats and highlights the potential of ZTA as a critical

component in their security posture.
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Introduction ability, and privacy of digital assets. Confidentiality, In-
tegrity, and Availability in Figure 1 referred to as the CIA
triad is a fundamental concept in cybersecurity.

Cybersecurity is now a key concern for people, compa-
nies, and governments all around as digital technology is
widely used and reliance on networked systems increases.
A major component of cybersecurity, to say, is threat mit-
igating [1]. To lower the possibility of cyberattacks, one

To describe cybersecurity, it is a discipline of protecting
computer systems, networks, devices, and data from un-
authorized access, cyberattacks, and information loss or
damage [1]. It covers a spectrum of technologies, tech-
niques, and approaches used to ensure the integrity, avail-
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must find, assess, and minimize possible risks and vulner-
abilities. Among the most often occurring cyberthreats of
today are malware (including viruses, ransomware, and
spyware), phishing efforts, distributed denial-of- service
(DDoS) attacks, insider threats, and social engineering at-
tacks. Cybersecurity initiatives search to find, halt, and
neutralize these threats by means of tools such firewalls,
intrusion detection systems, antivirus software, access re-
strictions, and security awareness training.

Confidentia
lity

Integrity

Availability

Figure 1. The CIA Information Security Triad

Another facet of cybersecurity that addresses protecting
software programs and internet services from security is-
sues and attacks is application security [2]. Web applica-
tion firewalls (WAFs), penetration testing, vulnerability
assessments, and safe coding practices can all help to
identify and close security flaws in software programs.
Furthermore, guarded by security breaches and attacks
are platforms, infrastructure, and cloud-based services by
cloud security [2]. This relates to another facet of cyber-
security. Identity and Access Management (IAM), data
encryption, access restrictions, and security monitoring
are among cloud security solutions meant to protect data
and programs housed in cloud settings. Cybersecurity is
essential to safeguard digital assets, defend data privacy,
maintain corporate processes running smoothly, and in-
spire confidence in digital systems and services.

Security and Issues in Manufacturing Industry

From common malware and phishing attempts to more
complex cyberthreats like ransomware, distributed de-
nial-of- service (DDoS) assaults, and insider threats, the
manufacturing industry is vulnerable to a wide range of
cybersecurity risks. These dangers are progressively re-
vealing the digital assets, consumer data, and financial
transactions of manufacturers to which monetary losses,
harm to the manufacturer's reputation, and fines from the
authorities [3].

There are several reasons why the cybersecurity issues of
the manufacturers can arise. Among the most crucial ones
are the obsolete IT systems, the lack of investment in cy-
bersecurity infrastructure and resources, the evolving
character of cyberthreats, and the insufficient cybersecu-
rity awareness and training given to manufacturer staff
and clients [3]. Cybercriminals also exploit fresh attack
routes and vulnerabilities resulting from the likeness of
the financial ecosystem and the rising use of digital man-
ufacturing services. Given the essential importance of the
manufacturing sector in financial system and the growing
use of digital technology to improve manufacturing ser-
vices, cybersecurity in the sector is of major consequence.

Past Cybersecurity Incidents in Manufacturing In-
dustry

Manufacturers started experiencing cybersecurity issues
after they started using digital technologies. Since then,
there has been a noticeable rise in cybersecurity incidents,
which pose serious dangers to consumers, manufacturing
institutions, and the integrity of the financial system. The
following are noteworthy instances of cybersecurity mis-
haps that have previously affected the sector.

» Malware assault: The WannaCry ransomware assault,
which affected manufacturers and other institutions glob-
ally, was the subject of a 2017 warning from the Manu-
facturers of Ghana. The goal of the attack was to encrypt
data on compromised systems and demand ransom pay-
ments to release the decryption keys [4].

* Data Breach: Unauthorized access to data, including fi-
nancial records, personal identification numbers, and ac-
count information for customers, is known as a data
breach. For instance, a data breach at Commercial Manu-
facturer, Agricultural Development Manufacturer
(ADB), in 2018 resulted in the compromising of its cli-
ents' personal information. Customers began to worry
about the security of their personal information as a result
of this data breach in 2018, which resulted in monetary
losses and reputational harm [5].

* Phishing Scam: This type of scam tricks manufacturer
personnel or customers into disclosing private infor-
mation, like account numbers or login credentials, by
sending them false emails, texts, or webpages. Phishing
attacks on clients of several manufacturers, banks includ-
ing Eco Manufacturer and SC Bank, were also reported
in 2019. The objective of these assaults was to pilfer
money and personal data from gullible targets [6].

Statement of Problem

The manufacturing industry is currently experiencing a
significant digital revolution, with a growing dependence
on technology to provide financial resources effectively
and adapt to the changing needs of customers. Neverthe-
less, this advancement in technology has resulted in a no-
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table and increasing issue - the mounting worry about cy-
bersecurity breaches in institutions. As manufacturing in-
stitutions adopt digitalization, they not only benefit from
technological developments but also become primary tar-
gets for bad actors that aim to exploit weaknesses in the
digital ecosystem.
The primary objectives of this study are as follows.
e Toanalyze the state of cybersecurity incidents in
manufacturers,
e To identify vulnerabilities and impact of cyber-
security incidents to manufacturers,
e To explore the theoretical foundations and appli-
cations of Zero-Trust Architecture (ZTA). and.
e Toexamine the potential of Zero Trust Architec-
ture (ZTA) in mitigating cybersecurity risks in
Manufacturers.

Significance of Study

This study holds academic importance by contributing to
the burgeoning field of cybersecurity research, particu-
larly within the context of the manufacturing sector in de-
veloping economies. The exploration of cybersecurity in-
cidents in manufacturers, coupled with the assessment of
the Zero Trust Architecture (ZTA), adds valuable insights
to the existing body of knowledge. It provides a nuanced
understanding of the challenges faced by manufacturing
institutions and advances the discourse on innovative cy-
bersecurity frameworks [7]. This research will help pro-
tect financial assets and maintain customer trust in the
context of the growing concern over cybersecurity inci-
dents, especially in the manufacturing sector. Through
vulnerability identification, evaluation of existing cyber-
security protocols, and recommendation of ZTA imple-
mentation, the study seeks to help manufacturers
strengthen their defenses. Thus, the confidentiality of sen-
sitive customer data will be preserved, financial transac-
tions will be secure, and the trust that underpins manufac-
turer-client relationships will be upheld [7].

Methods

Traditional Security Models and Their Limita-
tions

As the manufacturing sector grapples with the grow-
ing concern of cybersecurity incidents, it becomes
imperative to scrutinize the traditional security mod-
els employed by manufacturing institutions. The fol-
lowing reviews examine the strengths and limita-
tions of the Traditional Security Models, shedding
light on the challenges they face in mitigating mod-
ern cyber threats.

Traditional Security Models in Manufacturing- Con-
ventional security models, such the perimeter-based

approach, have long served as the mainstay of cyber-
security plans at global manufacturers. To stop un-
wanted access and safeguard the network perimeter,
these models depend on building robust exterior de-
fenses [8]. These methods are commonly used as the
main method of protecting sensitive financial data in
the manufacturing sector.

Perimeter-Based Security- Creating a safe perimeter
around the network is the cornerstone of traditional
security methods. Virtual private networks (VPNs),
intrusion detection systems, and firewalls are fre-
quently employed to fortify borders and keep bad ac-
tors out [8]. Even though perimeter protection can be
useful in certain situations, they are not sufficient
when dealing with advanced cyberthreats.

Limitations of Traditional Models- Traditional secu-
rity approaches, however popular in the past, have a
number of drawbacks that make them less effective
in the modern threat environment. Their immobile
nature is one of their main drawbacks. Conventional
approaches are ill-suited to address the dynamic and
ever-evolving nature of cyber threats because they
presume a clear division between the internal and ex-
ternal networks [8]. The inadequacy of depending
entirely on perimeter security increases as cyber at-
tackers become more proficient.

Insider Threats and Traditional Models- Insider
threats, in which people with authorized access
abuse their privileges for malevolent ends, are a
problem for traditional security frameworks. Em-
ployees in the manufacturing industry have access to
sensitive client and financial data, making this vul-
nerability especially pertinent to the industry [9].
Those with malevolent intent within the network can
take advantage of the trust that exists there.

Introduction to Zero-Trust Architecture (ZTA)
and alignment with Manufacturers Challenges

There is a rising awareness that traditional security
strategies might not be adequate in light of the grow-
ing worry over cybersecurity events in institutions.
The idea of Zero-Trust Architecture (ZTA) as a cut-
ting-edge, flexible cybersecurity paradigm is ex-
plored in this overview of the literature. ZTA pre-
sents a proactive approach to security that is in line
with the ever-evolving nature of cyber threats by up-
ending traditional trust frameworks. It is essential to
comprehend ZTA's underlying ideas and uses in or-
der to assess how beneficial it might be for manufac-
turers. ZTA offers a more robust security posture by
continuously verifying trust and minimizing the at-
tack surface through micro-segmentation and least
privilege access. Conventional models, on the other
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hand, rely on perimeter defenses that are less effec-
tive against internal threats.

Evolution of Security Paradigms-Changes from pe-
rimeter-based security models to more dynamic and
adaptable ones are necessary due to the growth of
cyber threats. ZTA promotes a "never trust, always
verify" stance, which is a break from the conven-
tional "trust but verify" style of thinking [9]. This
change is especially important for manufacturers
since a more robust security architecture is required
in light of the growing threat scenario.

Foundational Principles of ZTA- At the core of ZTA
are several foundational principles that distinguish it
from traditional security models. These principles
include continuous verification, the least privilege
access, micro-segmentation, and the assumption of
compromise [9]. Each principle contributes to creat-
ing a security environment where trust is not auto-
matic but continually validated based on real-time
conditions.

Continuous Verification- The idea of continual ver-
ification is one of ZTA's main principles. ZTA con-
tinuously confirms the identity and security posture
of users and devices during their interactions with
the network, in contrast to existing models that give
access based on static credentials [10]. This real-
time validation improves the capacity to quickly
identify and address possible security concerns.

Least Privilege Access-ZTA ensures that users and
devices have the least amount of access necessary to
do their tasks by upholding the principle of least
privileged access. This lessens the potential reper-
cussions of a security failure by restricting unauthor-
ized access to vital resources [10]. In manufacturers,
where insider threats are a concern, the least privi-
lege of access makes sense since it lessens the poten-
tial harm that could arise from compromised creden-
tials.

Micro-Segmentation- A key component of ZTA is
micro-segmentation, which entails breaking the net-
work up into smaller, more isolated sections. Com-
munication between segments is restricted until ex-
plicitly approved, and each segment is viewed as a
separate trust zone [11]. In the case of a compromise,
this granular technique limits lateral movement
within the network, strengthening the security pos-
ture of institutions.

Differentiating ZTA and Gaps identified

Notable differentiation and the gaps can be identi-
fied in the context of manufacturer’s cybersecurity
domain like:

Integration of Advanced Technologies: While the
literature discusses traditional security models and
Zero Trust Architecture (ZTA), there is a lack of
comprehensive studies on the integration of ad-
vanced technologies such as artificial intelligence,
machine learning, and blockchain in enhancing cy-
bersecurity. Exploring how these technologies can
be effectively implemented to prevent cyber threats
and improve security protocols could fill this gap
[12].

Human Factors in Cybersecurity: The primary focus
is on technical aspects of cybersecurity, but there is
limited understanding of the human factors in-
volved. Research on employee training, awareness
programs, and the role of human behavior in cyber-
security breaches is relatively scarce. Examining the
impact of human factors on cybersecurity and devel-
oping strategies to mitigate risks associated with hu-
man errors could be beneficial.

Regulatory and Compliance Challenges: More re-
search is needed on the regulatory and compliance
challenges faced by institutions in implementing ro-
bust cybersecurity measures. Examining the effec-
tiveness of existing regulations and identifying areas
where improvements are needed could help in devel-
oping more comprehensive and effective cybersecu-
rity policies and procedures.

Cost-Benefit Analysis of Cybersecurity Invest-
ments: While manufacturers invest in cybersecurity,
there is limited research on the cost-benefit analysis
of these investments. Understanding the financial
implications of different cybersecurity measures and
their impact on overall security could provide valu-
able insights for decision-makers in the banking sec-
tor [12].

Impact of Cybersecurity on Customer Trust and
Adoption: Research on how cybersecurity measures
influence customer trust and the adoption of digital
services is limited. Investigating the relationship be-
tween cybersecurity practices and customer percep-
tions could help manufacturers to develop strategies
to enhance trust and encourage the use of digital ser-
vice areas [13].

Some of the above noted areas are taken in particular
like the advanced technologies, awareness areas,
data breach methodologies etc. are forayed for de-
tailed research orientation in this article.
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Methodological Assumptions

According to [14], information security in manufac-
turing involves a combination of technical and hu-
man elements, hence a mixed approach of quantita-
tive and qualitative methods will be employed in the
conduct of this research. Quantitative method
through surveys using questionnaires will provide
statistical evidence of trends and patterns in cyber
threats, while qualitative methods through focused
interviews will offer insights into the contextual fac-
tors influencing cybersecurity practices and the per-
ceived effectiveness of zero-trust architecture [14].
Also, Qualitative aspects are to be incorporated
through focused discussion pointers and questions as
part of data collection and analysis. By integrating
these diverse perspectives and approaches, this re-
search seeks to provide actionable insights that can
form the basis for effective cybersecurity strategies.
Figure 2 provides a pictorial view of the methodol-
ogy that will govern the conduct of this research.

N\ e
Quantitative Survey
Method Questionaires
Research Design Y :
Qualitative Focussed
Method Interviews
J L

Figure 2 — Research Methodology (author)

Validity and reliability are critical aspects of re-
search methodology that ensure the accuracy, con-
sistency, and credibility of research findings. Ac-
cording to [15], validity and reliability are key con-
cepts in research that contribute to the study's credi-
bility and dependability. Internal and external valid-
ity techniques will be used collectively to ensure the
validity of this study. To achieve internal validity,
the research will ensure that chosen techniques are
matched to the specific objectives of the research.
The utilization of mixed procedures, encompassing
surveys and interviews, is crucial in guaranteeing
that the collected data thoroughly investigated the
research topic to accomplish the required objectives.
The study selected its respondents using random
sampling, as seen from the outside. As explained by
[15], random sampling in surveys is essential to ex-
ternal validity as it ensures that the responses can be
generalized to the entire population under study.

Reliability will be achieved through proper structur-
ing of data collection tools, efficient sampling tech-
niques, and consultation with experts. Both the sur-
veys and interviews will be structured in a manner

that will solicit the required data. By carefully organ-
izing the data gathering instruments, using effective
sample strategies, and consulting with specialists, re-
liability can be attained. The design of the surveys
and interviews will also ensure that the necessary in-
formation will be gathered.

Data Collection and Analysis

According to [16], effective data collection methods
are essential for acquiring accurate and comprehen-
sive information to address the objectives of the re-
search. To achieve this goal, this study will use both
Quantitative and Qualitative Data Collection meth-
ods. These methods will involve administering sur-
veys and conducting interviews with selected manu-
facturers, cybersecurity experts, IT professionals,
customers, policy makers and other stakeholders
within the manufacturing industry. To conclude, the
study is to collect data from 100 participants within
the industry.

Quantitative Data Collection Methods- Surveys will
be distributed to a representative sample of employ-
ees across different roles within the selected manu-
facturers. The survey instrument will be designed to
collect quantitative data on the awareness of cyber-
security incidents, current security measures, and the
perceived efficacy of ZTA. The survey will employ
a customized 5-point Likert scale, where respond-
ents will provide their opinions against established
scales such as strongly agree (SA), agree (A), neutral
(N), disagree (D), and strongly disagree (SD), with
corresponding weights of 5, 4, 3, 2, amongst other
metrices. Other questions will involve Multiple
Choice Questions (MCQs), which are essential in al-
lowing the quantification of information security
vulnerabilities and the prevalence of existing secu-
rity measures. A stratified random sampling method
was employed to ensure a diverse sample of at least
100 staff from a population of 1000 employees rep-
resenting various departments and hierarchical lev-
els within manufacturers. Participants will include
staff from IT, risk management, operations, and
other relevant departments. The surveys will be ad-
ministered electronically, utilizing online survey
platforms and direct email communication. The sur-
vey questionnaire will include a mix of Likert-scale
questions, multiple-choice questions, and open-
ended questions to capture both quantitative and
qualitative responses.

Qualitative Data Collection Methods- Qualitative
data will be collected through semi-structured inter-
views. This is to allow flexibility in exploring par-
ticipants’ experiences, perceptions, and insights re-
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garding cybersecurity incidents and ZTA. The inter-
view will cover topics such as cybersecurity threats
faced, current security measures, challenges encoun-
tered, and the potential attitudes towards the adop-
tion of ZTA. These interviews will target key stake-
holders within the manufacturing sector, such as cy-
bersecurity experts, IT professionals, manufacturing
staff, and representatives from these institutions.
Participants in this interview will be selected
through purposive sampling technique, ensuring di-
versity and expertise in cybersecurity measures and
challenges. The qualifications and role of partici-
pants for this interview will be a consideration for
their selection. This is to ensure that the data gath-
ered is a true representation of the targeted popula-
tion and that the data can be generalized to the whole
Manufacturing industry.

Data Analysis- Data analysis is a pivotal phase in re-
search methodology, which offers the means to in-
terpret and derive meaningful insights from the col-
lected data. In order to carry it out in terms of organ-
izing, analyzing, and drawing insights from data
sources like interviews, reliable sources, and open-
ended questions, tools like NVivo and ATLAS.ti
were used. In cybersecurity, data analysis provides
valuable insights into the nature, scope, and impact
of cybersecurity threats. It also enables researchers
to assess the effectiveness of potential mitigation
strategies. According to [16], a researcher can assess
the severity and frequency of cybersecurity incidents
and anticipate future risks by analyzing historical
data on cybersecurity incidents to identify trends,
patterns, and emerging threats. To explain [17] fur-
ther that by analyzing data to pinpoint vulnerabili-
ties, researchers can prioritize security measures and
allocate resources effectively to mitigate risks.

Descriptive analysis will be used to investigate the
quantitative data collected from participants via the
tools used. Dataset to include more clarity and pro-
vide insights into the different objectives of the re-
search and thereby linked accordingly. According to
[17], descriptive statistics helps in simplifying and
summarizing complex data sets, making them essen-
tial for initial data analysis in research contexts such
as cybersecurity in manufacturing. This will involve
summarizing and visualizing the collected data to
gain insights into the frequency, distribution, and
patterns of cybersecurity incidents within manufac-
turers. Generating summary statistics, such as mean,
median, and standard deviation, combined with ta-
bles, charts, or graphs, will be used to illustrate the
trends and correlations in the data collected [17]. To
explain that Content and Thematic Analysis allows
the researcher to systematically explore and interpret

complex qualitative data by providing deep insights
into patterns, themes, and meanings that emerge
from the data [17]. Based on this, the Qualitative
data generated from this research will be analyzed
through content analysis while Thematic analysis
will be used to identify patterns and themes in the
qualitative data. The qualitative data will further be
summarized through descriptive statistics to extract
meaningful trends. This will include the use of mean
value, standard deviation, and frequencies summa-
rized and presented through tables, graphs, and
charts.

Results

This section describes the data findings in relation to the
study’s objectives. Besides the third objective, each ob-
jective has both qualitative and quantitative analysis as
presented below.

4.1.1 Objective 1: To Analyze the state of cybersecurity
incidents in Manufacturers.

The first objective sought to answer the question, “What
is the landscape of cybersecurity incidents in Manufactur-
ers”. To achieve this objective, respondents were asked a
series of questions through survey-based questionnaires
and interviews on small-scale manufactures of different
products. First, respondents were asked about how con-
cerned they are about the increasing frequency of cyber-
security incidents in manufacturers. As shown in Figure
3, using a 5-point Likert scale where 1 means “Not Con-
cerned” and 5 means “Very Concerned”, 38.6% of the re-
spondents indicated that they were very concerned about
the increasing rate of cybersecurity incidents within the
manufacturing industry. This group was closely followed
by 22.9% of respondents who believed that they were
“Concerned” about this growing rate while 10% ex-
pressed they were not concerned at all. This feedback in-
dicates that a high percentage of the respondents ex-
pressed a worrying concern about the frequency of cyber-
security incidents within the industry, hence the need for
an enhanced cybersecurity measure to mitigate cyberse-
curity risks within the industry. This finding aligns with
the research conducted by [18] who suggested that while
most developing countries are experiencing a surge in the
adoption of digital technologies, the high incidences of
cybersecurity cases call for better cybersecurity measures
and practices. To note these threats here noted are the ex-
ternal elements which are then collated for results and to
identify the bets practices to curtail them.
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Concerned Rate of Respondents to Cybersecurity Incidents

mVery Concerned
15,7%; 16%

u Concemed

7,1%; 7%

= Neutral
15,7%; 16%
m Rarely Concerned

22,9%; 23% m Not Concerned

Cybersecurity Incidents with Significant Threat

m Phishing Attack

m ATM Skimming Attack
m Ransomware Attack
m Insider Threat

m Data Breaches

Figure 3 — Chart showing Concerned Rates of Respond-
ents and Cybersecurity Incidents in Manufacturers

Based on the data provided, 38.46% of the participants
expressed the concern that Phishing attack was the most
prevalent form of cybersecurity incidents encountered by
manufacturers in the industry. 30.77.6% of the respond-
ents also indicated that ATM Skimming Attack was also
a leading form of attack within the industry. As it is a
study of small manufacturers, financials management via
ATMs has been prevalent. Other threats like Ransom-
ware, Insider Threat and Data breaches were also identi-
fied, constituting 30.76% of the total. These findings re-
veal that Phishing and ATM Skimming Attacks were the
prominent form of attacks in the industry hence the need
for a more robust cybersecurity strategy. According to
[19], Phishing attacks in the manufacturing sector were
highlighted as an ongoing prevalence threat, emphasizing
the sophisticated techniques attackers use to deceive em-
ployees and customers of manufacturers in the industry.
Again, a recent publication by [19] discusses some of the
latest trends in ATM skimming and its associated impact
on the manufacturing industry which was becoming
alarming. The Data Protection Commission 2024 also
discusses some of the recent data breaches in the manu-
facturing sector, highlighting their impact, and the need
for enhanced data protection measures.

4.1.2  Objective 2: To Identify Vulnerabilities and Im-
pact of Cybersecurity Incidents on manufacturers.

This second objective sought to identify the vulnerabili-
ties present in the cybersecurity infrastructure of manu-
facturers contributing to cybersecurity incidences within
the industry. To do this, the research employed a ques-
tionnaire to collect the views of respondents on the tech-
nological, human, and organizational factors contributing
to the rise of cybersecurity incidents within the industry.
First, the respondents were asked about the type of vul-
nerabilities they believe in the internal realm that mostly
contributed to cybersecurity incidents in their manufac-
turers.

Table 1 — Type of Vulnerabilities contributing to Cyber-
security Incident(s).

No. Type of Vulnerabili- | Frequency Percentage (%)
ties

1 Outdated  Software | 17 26.15
and Systems

2 Insufficient Em- | 16 24.62
ployee Training

3 Weak Access Con- | 14 21.54
trols

4 Inadequate Data Pro- | 10 15.38
tection

5 Poor Incident Man- | 8 12.31
agement
Total 65 100

Based on the provided data in Table 1 above, 26.15% of
the participants expressed the concern that “Outdated
Software and Systems” was the major vulnerabilities con-
tributing to cybersecurity incidents in their manufactur-
ers. 24.62% of the respondents also indicated “Insuffi-
cient Employee Training” as a leading vulnerability
within the industry. Other vulnerabilities identified in-
cluded “Weak Access Controls”, “Inadequate Data Pro-
tection” and “Poor Incident Management” which ac-
counted for 21.54%, 15.38% and 12:31% respectively of
the total vulnerabilities. This survey results call for a mul-
tifaceted approach by manufacturers to effectively miti-
gate cybersecurity risks. This multifaceted approach falls
in tandem with research identifying the importance of a
multifaceted approach to cybersecurity incidents includ-
ing [20]:

* Regular updates and patches for systems and
software to mitigate risks from outdated technol-
ogies.

*  Comprehensive employee training programs to
ensure awareness of cybersecurity threats and
best practices.
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*  Stronger access controls, such as multi-factor | ¢) Do you | 25.7 37.1 143 | 8.6 14.3
authentication and strict password policies, to agree  with
prevent unauthorized access. the  state-
*  Enhanced data protection strategies, including | ment "Your
encryption and secure storage solutions, to safe- | manufac-

guard sensitive information.

* Improved incident management capabilities, in-
cluding the development of robust incident re-
sponse plans and conducting regular simulation
exercises.

The Study went further to investigate the “The confidence
of employees in the technological measures implemented
by their manufacturers to mitigate cybersecurity risks”,
“The extent to which employee practices contribute to cy-
bersecurity risks” and “The confidence of employees in
the preparedness of their manufacturer to handle and re-
cover from cybersecurity risks”. The feedback on this in-
vestigation is provided in Table2.

Table2: Perception of Vulnerabilities contributing to Cy-
bersecurity Incidents in Manufacturers

ikert 5- Disa- Neu- | Agree
Point Disagree gree tral (A)
Sca (SD) (D) N)

Strongly Strongly
Agree

(SA)

Survey
Questions

a) To what | 30.0 214 | 20.0 114
extent do
you agree
that the
technologi-
cal
measures
imple-
mented by
your manu-
facturer are
effectively
mitigating
cybersecu-

rity risks?

b) To what

extent do

14.3 17.1 41.4 15.7
you believe
employee
practices
contribute
to cyberse-
curity risks
in your

manufac-

turer

turer is well
prepared to
handle and
recover
from cyber-
security in-
cidents".

A 5-Point Likert Scale was used to represent the view of
the respondents. A Likert scale of 1 represented “Strongly
Disagree (SD)”, 2 represented “Disagree (D)”, 3 repre-
sented “Neutral (N)”, 4 represented “Agree (A)” and 5
represented “Strongly Agree (SA)”.

4.1.3  Objective 3: To Explore the Theoretical Foun-
dations and Practical Applications of Zero Trust Archi-
tecture (ZTA).

The next objective sought to explore the theoretical foun-
dations and practical applications of Zero Trust Architec-
ture (ZTA) in manufacturing. To do this, the researcher
undertook a review of academic materials, journals, and
reports on the principles underpinning ZTA, such as con-
tinuous verification and least privilege access, and ex-
ploring how these principles can be applied in the specific
context of manufacturers [21]. These theoretical founda-
tions were extensively examined by the literature review.
In the sections that follow, the researcher will highlight
examples of real-world cases illustrating how manufac-
turers have adopted ZTA principles in mitigating cyber-
security risks [21].

Case Study: JPMorgan Chase & Co.- JPMorgan Chase
has been at the forefront of adopting Zero Trust principles
to secure its vast digital infrastructure. The manufac-
turer’s approach focuses on validating every user and de-
vice that attempts to access its network [22]. JPMorgan
Chase's Zero Trust approach is a robust security frame-
work designed to protect its vast digital infrastructure
from threats and unauthorized access. This comprehen-
sive strategy focuses on validating every user and device
that attempts to access the network, leveraging concrete
technical implementations like identity-based segmenta-
tion, trust scores, and real-world use cases.

Key Implementations:
e Network Access Control (NAC): JPMorgan
Chase utilizes NAC to authenticate and au-
thorize devices before they can connect to
the network. This ensures compliance with
security policies.
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e Privileged Access Management (PAM):
The manufacturer implemented PAM solu-
tions to control and monitor privileged ac-
counts, reducing the risk of misuse of ad-
ministrative credentials.

e  Continuous Monitoring: All network traffic
is continuously monitored and logged to de-
tect and respond to anomalies in real-time.

Outcomes:

e Significant reduction in the attack surface.

e Enhanced ability to detect and mitigate
threats quickly.

e Strengthened overall security posture
through continuous validation.

4.1.4 Objectives 4: To Examine the Potential of Zero
Trust Architecture (ZTA) on Mitigating Cybersecurity
Incidents

This last objective aimed to provide actionable recom-
mendations on how the adoption of ZTA can impact on
the mitigation of cybersecurity incidents in manufactur-
ers. Considering the scope of this objective, the research
used survey questionnaires and interviews to solicit the
views of respondents on the following questions on ZTA.

Table 3: Level of Awareness of Zero-Trust Architecture.

ikert 5-Point Highl | Awa | Neu- | Lim- | No
Sca y re (4) | tral ited Awa
Awar 3) Awa | re-
Survey Question e (5 re- ness
ness (1)
@
What is your level of | 15.5 24.5 10.0 45.0 5.0
awareness on Zero-
Trust Architecture

Firstly, respondents were asked about their awareness of
Zero-Trust Architecture (ZTA) prior to the commence-
ment of this survey. To define the acceptable or unac-
ceptable range for this survey question (Table 3), a thresh-
old was defined with a groupings criterion as established:
High Awareness: Responses indicating respondents who
fall into higher categories of awareness (“Highly Aware”
or “Aware”). Combined percentage calculated as 15.5%
+24.5% = 40.0%. Low Awareness: Responses indicating
respondents who fall into lower categories of awareness
(“Neutral”, “Limited Awareness”, or “No Awareness”).
Combined percentage: 10.0% + 45.0% + 5.0% = 60.0%

Based on the combined percentages, the Acceptable
Range and Unacceptable Range were defined as: Ac-
ceptable Range: If more than 50% of respondents indicate
high awareness (Highly Aware and Aware), this would
imply a good level of awareness among respondents. Un-

acceptable Range: if more than 50% of respondents indi-
cate Limited Awareness (“Neutral”, “Limited Aware-
ness”, and “No Awareness”), this would mean poor level
of awareness among employees.

From the survey results, 60.0% of respondents indicate a
low level of awareness on Zero-Trust Architecture which
is significantly more than the 50% threshold. This sug-
gests that awareness among manufacturers employees re-
garding Zero-Trust Architecture is limited suggesting the
need for more awareness to improve the situation. This
feedback from the survey tallies with some of the views
of the respondents on the level of awareness of ZTA. For
example, respondent R1 a Systems Administrator during
the interview expressed that “while I am aware of other
cybersecurity models such as Defense-In-Death and its
associated benefits, ZTA is completely new to me.” Sim-
ilarly, respondent R3, a Chief Information Security Of-
ficer highlighted that “I am aware of Zero-Trust-Archi-
tecture and some of the benefits it provides, but I do not
have any prior experience on its implementation. From
this feedback, the overall sentiment among the respond-
ents is that there is some awareness about Zero-Trust Ar-
chitecture, albeit not extensive figures.

Discussion and Conclusions

The study gathered information about the state of cyber-
security incidents in manufacturers, the types of vulnera-
bilities contributing to these incidents, their impact within
the manufacturers and real-world applications of Zero-
Trust Architecture as an effective solution. As a result,
some of the study's primary findings relate to prevalent
cybersecurity incidents, vulnerabilities, risks posed by
employee activities, and the preparedness of manufactur-
ers to handle and recover from cybersecurity incidents.

First, the research sheds light on the frequency of cyber-
security incidents within the manufacturing industry. De-
spite the different types of incidents, the respondents in-
dicated that Phishing and ATM Skimming Attacks were
the most prevalent cybersecurity incidents which possess
significant risk. This finding is supported by the data pre-
sented in Table 4.3 from the survey. In addition to this
data, it has been highlighted the prevalence of Phishing
and ATM skimming attacks as posing continuous chal-
lenge to the security infrastructure of manufacturers. The
research also concludes that “Outdated Software and Sys-
tems”, “Insufficient Employee Training” and “Weak Ac-
cess Controls” are some of the common vulnerabilities
contributing significantly to the increasing rate of cyber-
security incidents in manufacturers as shown in the sur-
vey results. This results thus call for a multifaceted ap-
proach by manufacturers to effectively mitigate cyberse-
curity risks. The respondents also demonstrated a lack of
confidence in the technological measures implemented
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by manufacturers to mitigate cybersecurity risks. This
finding is presented in Table 2 where 68.5% of respond-
ents expressed Negative Confidence. This calls for man-
ufacturers to assess and enhance the cybersecurity de-
fenses of their IT infrastructure to encourage trust and
confidence of employees and customers.

Additionally, the paper sheds light on the confidence of
employees in the preparedness of manufacturers to handle
and recover from cybersecurity incidents. From the feed-
back provided in Table 2, 77.1% of respondents ex-
pressed a lack of confidence in this preparedness. This
finding thus concludes that manufacturers must adopt bet-
ter approaches to managing cybersecurity incidents to
promote confidence and to ensure robust security prac-
tices. Also, on the extent to which respondents anticipate
challenges to the successful implementation of ZTA in
Manufacturers, 60% of the respondents expressed the
view that even though there may be challenges, the chal-
lenges will not be significant enough to prevent its suc-
cessful implementation as shown in Table3.

Lastly, when the respondents were asked to what extent
improvement in technology, process and people can en-
hance the overall cybersecurity posture of manufacturers,
it is revealed that 80% of the respondents believed that an
overall improvement in these areas can significantly im-
prove cybersecurity in the manufacturing industry. This
research thus concludes that manufacturers must imple-
ment an integrated cybersecurity model such as ZTA to
address current cybersecurity challenges as well as future
anticipated ones considering the interconnected nature of
these risks. This could be furthered in terms of Artificial
Intelligence (AI), induced automation and driving con-
cerns and patterns from Large Learning Models to pro-
vide and equip a robust ZTA.

List of abbreviations

A Agree

ADM  Agricultural Development Manufacturer
APTs  Advanced Persistent Threats

ATM  Automated Teller Machine

CISA  Cybersecurity &Infrastructure Security Agency
CIA Confidentiality, Availability, and Integrity
DoS Denial of Service

DDos Distributed Denial of Service

DLP Data Loss Prevention

GDPR  General Data Protection Regulation

IAM  Identity and Access Management

IT Information Technology

IDPS  Intrusion Detection and Prevention System
MCQ  Multiple Choice Questions

NAC  Network Access Control

N Neutral

NIST  National Institute of Standards and Technology
PAM  Privilege Access Management

SMEs Small and Medium-Sized Enterprises

SA Strongly Agree

SD Strongly Disagree

VPN  Virtual Private Network

WAFs Web Application Firewalls

ZTA  Zero-Trust Architecture
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